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1. Introduction
1.1. Overview
1.1.1. EY : Company Profile
0 M 'ET ~ Global Digital Cybersecurity Authorit€o., Ltd:
GDCA [ O A ul K i T E G 2003 3
6 A2005 9 ~GDCAw s A H ¥ 3 -
wn fi é F 10 7 7' ECP4401025007
F HW' 2008 12 ~ 0 e “"
1" 2011 4 ~ " F F oz T é
F F ™ 7 A02T A 2013 - F
SM2 2 2 n A 2015 ~ GDCA "
WebTrust n R Y %o F Ty ot
FAwu 3F0 ¥ 2016 5 I K i T
E L Wl o M ‘E® LA2017 8 11 ~ GDCA 27

- ' 0~ 0 ' 87193A

Gl obal Digital Cybersecurity AuthoritynoQO.wi tLHT Dt hg abb

former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated
as OSCCA) and the former Ministry of Information Industry by law, as one of the first eight
electronic authentication authorities granted the "Electronic Authentication Service License"
(license number: ECP44010215007) in China. In December 2008, GDCA obtained the
"Commercial Cryptography Products Sales License" issued by OSCCA. GDCA passed through the
assessment of E-government and Electronic Authentication Service Ability by OSCCA with the
qualification certificate of "E-government and Electronic Authentication Service Authority” (number:
A021) in April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2
algorithm and passed through the security review by OSCCA. In 2015, GDCA passed the
assurance review for Certification Authority by WebTrust with the international level of operation
management and service to provide digital certification service globally. For business development,
GDCA changed its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital
Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the
National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of I

0 L and stock code I' 871932L .
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Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contract and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of fAuthority, Credibility, Professionalism, and Innovationo ,
fulfils the corporate mission of 0aTrndsstom@ittadibect s Parti
b e c o mi firsgclaas oilinetr ust service providero.

1.1.2. 3F t° CPS Certification Practice Statement (CPS)
3F ¢ EVCPS 3 GDCA 0 EV i v
CA/ ~ CA/Browser Forum T CA - L
CA %0 ~ www.cabforum.org§ 0 Guidelines for the Issuance and

Management oExtended Validation Certificates [ EV Guidelinet™y 1 Guidelines for

thelssuance and Management of Extended Validation Code Signing Certificates EV

Code SigningGuidelines™ n M~ Guidelines for Extended Validation
Certificates’™ y | Baseline Requireents for the Issuance and Management of
Publicly-Trusted Certificates ( I Baseline Requiremerits) A

This Certification Practice Statement (abbreviated as EV CPS) describes the procedures which

GDCA shall follow for issuing EV certificate. It meets the requirements of Guidelines for the

Issuance and Management of Extended Validation Certificates(hereinafter referred t o as iEV

Gui d e l, iandeGide)ines for the Issuance and Management of Extended Validation Code

Signing Certificates (hereinafter referred t o as AEV Code S), ghanely ghe Gui del i ne
Guidelines for Extended Validation Certificates, and the Baseline Requirements for the Issuance

and Management of Publicly-Tr ust ed Certificates (hereinafter r ef
Re qui r e melshed ky CA/Browser Forum (an organization, which is also called international

CA browser alliance, lays down International Standard of CA) at www.cabforum.org.

CPS 6 GDCA EV ROOT CA EV SSL CA EV CodeSigning CA Y 1

A auw r A CPSDHuWaHd D" v 0 EV
n 7 i r b A
CPS 0 EV i~ i GDCA M #
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X A

GDCA EV i1 a CPSi CP -

—_
£

oA Hk A

This CPS applies to GDCA EV ROOT CA, EV SSL CA, EV CodeSigning CA, and related users,
subscribers, relying parties, etc. This CPS is considered as an individual document, covering
relevant specific operations and processes about the issuance and management of EV certificate.

GDCA issues certificates to the entitles which apply for an EV certificate and have pass all relevant
identification according to this CPS.

All subscribers and relying parties of GDCA EV certificates must refer to the provisions of this CPS
and the corresponding CP so as to decide the usage and trust for the certificates.

GDCA CA/ "~ CA/Browser Forurfi 0 oM
* y 1 Baseline Requirements 0 EV i i
' i0 k CPSA CPS CA/
CA/Browser Forurii 0 i T bW 1y CA
0 W %A

GDCA issues and manages the EV certificates based on the latest version of Guidelines for the
Issuance and Management of Extended Validation Certificates, Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates, and the Baseline Requirements
published by CA/Browser Forum. GDCA regularly checks the status on
website and continuously revise this CPS if there is any update. In the event that a discrepancy
arises between interpretations of this document and CA/Browser Forum, the CA/Browser Forum

shall govern.
W  |ETF PKIX RFC 3647CP/CPS ~ CPS" New X - GDCA
ok 1 n L T3k i Au G RFC3647 I -
T I'b - W b A

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA& certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
witht he statemehi caNbeoOa

1.2. GDCA GDCA Certificate Hierarchical Architecture

CPS GDCAEV CPL ~GDCA CPS n F e a
W tir 7T CPSi EV CP_ i a aHk
HFA
This CPS formulates follow the GDCA EV CP. GDCA carries out certificate service application

3
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identification according to this CPS. Subscribers, relying parties and other relevant entities decide
the usage and trust of the certificate and perform the relevant obligations according to this CPS and

EV CP.

GDCAEVCP

GDCAEV CPS

GDCAEV CP

GDCA EV CPS

|
I I

Subscriber RA1

Relying L
Party Subscriber

Relying
Party
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1.2.1. GDCA EV i GDCA EV Certificate Hierarchical

Architecture

GDCA | 3@ EV  ii” Ne#z 4 GDCA TrustAUTH R5 ROOT i &
7 R5 CA ita GDCATuStAUTHES ROOT A @ CAWl T CA Y
0 i AGDCAb 0 T CA WA

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOQOT certificate,
0 R5 CAcertificate, GDCA TrustAUTH E5 ROOT certificate.

1) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH R5
ROOT

y

4

4

GDCA TrustAUTH R4
EV SSL CA

GDCA TrustAUTH R4
EV CodeSigning CA

GDCA TrustAUTH R4
Plus EV CodeSigning CA

v

v

v

EVSSL F i

EVA i

EVA) i

GDCA TrustAUTH R5
ROOT

Y

/

'

GDCA TrustAUTH R4
EV SSL CA

GDCA TrustAUTH R4
EV CodeSigning CA

Plus EV CodeSigning CA

GDCA TrustAUTH R4

v

v

v

EV SSL Server
Certificate

EV CodeSigning
Certificate

EV CodeSigning
Certificate

GDCA TrustAUTH R5 ROOT #
W~ 1 T'" 1" GDCA TrustAUTH R4 EV SSL CA i1~
W 2048bit EVSSL F

w 4096bit I

3e T EVCA
W 2048bit 0

" 2 GDCA TrustAUTH R4 EVCodeSigning CA
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i w 2048bit O W 2048bit EV Y W'~ 3 GDCA
TrustAUTH R4 Plus EV CodeSigning CA i~ 4 4096bhit 0 Y
3072bit EVAH ih A

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are three EV
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with 2048-bit
key length is responsible for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with 2048-bit key length is responsible for issuing RSA 2048-bit
EV CodeSigning Certificates. (3) GDCA TrustAUTH R4 Plus EV CodeSigning CA with key length of
4096-bit is used for issuing RSA 3072-bit EV CodeSigning Certificates.

GDCATrustAUTH R5 ROOT 1 6 2040 12 31 | A
GDCA TrustAUTH R4 EV SSL CA 1 2030 12 31 [ “2027 1 1

" bPa CA it 0 i A
GDCA TrustAUTH R4 EVCodeSigning CA i 2030 12 31 [ ~ 202

6 1 ~ b'Pa CA it 0 i A
GDCA TrustAUTH R4 Plus EV CodeSigning CAiA 2035 12 31 [ °
2032 1 1 -~ bPa CA i O i A

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

2) n R5 CA

nR5 CA

0 RAEV
(o n CA

EVSSL F n




[] SR RIXZIRIGBEIRDE
a (RO TR e Secun ity AThonityg Coe Lo GDC/EV VI 3 |_ 1 ~ \2.6 ~

Hei RS CA

A 4
LR AAR4 EV
fift % BRAEFS CA

A 4

EV SSL Server
Certificate

9 R5 CA i w 4096bit 1 1eT CA i’

9 R4EV F n CA 4 2048bif 0 W 2048bit EV SSL
F i A
n"R5 CA # 6 2040 12 31 | A
1 RAEV F n CA i 2030 12 31 [ “2027 1 1
" bPa CA i O i A

The length of 0 R5 CAcertificate root key is 4096-bit. There is one Subordinate CA under
this ROOT CA, including: 9 R4AEV 1 CAwith 2048-bit key length is responsible for

issuing 2048-bit EV SSL Server Certificates.
0 R5  CA certificate will expire on December 31, 2040.

0 R4AEV + i CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL
CA

EV SSL AR 5525 1E+5




[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDC/EV VI 3 |_ 1 ~ \2.6 ~

GDCA TrustAUTH E5
ROOT

GDCA TrustAUTH E4 EV

SSL CA
EV SSL Server Certificate
GDCA TrustAUTH E5 ROOT i y ECC v 384bif I7L
la T CA ' GDCATrustAUTH E4EV SSL CA” 4y 256-bit 0

W 256hit EVSSL F i A
GDCATrustAUTHE5S ROOT # 6 2040 12 31 [ A
GDCA TrustAUTH E4 EV SSL CA i1 2030 12 31 [ “2027 1 1

 b'Pa CA i U n A

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA, including: GDCA TrustAUTH E4 EV SSL CA
with 256-bit key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA CA/ ~ CA/Browser Forum O 7!
“ Y1 Baseline Requirements 0 EV i i
T i0 k  CPSA CPS  CA/
~ CA/Browser Forurfi 0 T T bW 1y CA/
0 W %A

GDCA issues and manages the EV certificates based on the latest version of Guidelines for the
Issuance and Management of Extended Validation Certificates, Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates, and the Baseline Requirements
published by CA/Browser Forum. GDCA regularly checks the status on
website and continuously revise this CPS if there is any update. In the event that a discrepancy
arises between interpretations of this document and CA/Browser Forum, the CA/Browser Forum
shall govern.

CA/ Br ows
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1.3. b Document Name and Identification
beé | M EY EV i 3k 1 & GDCAEV
CPSia CPSA ~ CPS k H a 2A
CPSY T i 0 ~ GDCA G LT bW
A

This document calls "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Certification
Practice Statement"(abbreviated as iIGDCA EV CPSoor fthis CPS9. Please refer to Appendix 2 for
detailed revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.4. *ab  PKI Participants
1.4.1. F Certification Authorities
GDCA eTy., [E:2) = w1 Ty
T H 2 + AGDCA tH N hr O
EV na i = W * abhs A

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing EV certificates and providing certificate verification service to the
parties who engage in electronic transactions.

1.4.2. Y Registration Authorities
Y " Registration Authority RA™ . CA Y ) EV
i MT %o EV i A
GDCADbwuYw EV 0 CA i K EV 1 RAbTPs RAA

Registration Authority (RA) establishes registration process, confirms the identities of EV certificate
applicants, and approves or rejects the request of EV certificate applicants on behalf of CA.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.
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1.4.3. Subscribers

T y w .~ GDCA ©§ i
A
CPST* - \ AGDCA- N 0 EV #” b
L EV 1 FA

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA.

Subscribers who appear in this CPS refer to various organizations. GDCA only issues EV certificate
to various organizations, and d o npbovtide EV certificate service to natural person.

1.4.4. W Relying Parties
GDCA i ¢ GDCA T H C
= VI ¢ A rT Y "3 yb GDCA Wa il A

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

145 T 1 &b Other Participants

itab 4 GDCA T F it ¢ A

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.5. i Certificate Usage

1.5.1. i Appropriate Certificate Uses

GDCA 0 EV ih G M %A

W CPS 0 EVSSL i~ "~ T M~y T
M’ W CPS 0 EVCodeSigmg i~ "~ T
N L 0 MA , GDCA 0 EV
i nT H TF ey Fo M #
A
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EV certificate issued by GDCA is mainly used for identification.

EV SSL certificate issued according to this CPS can be used to verify the identity of domain name
indicated in certificate and the identities of legal authorities which hold the domain name above. EV
CodeSigning certificates issued according to this CPS can be used to verify the identity of software
code supplier or publisher indicated in the certificate. After verifying the issuer of EV certificate is
GDCA, it shows that the information contained in the certificate is true and effective, and has
passed the appropriate and reliable authentication procedure.

15.1.1. EVSSL F N EV SSL Server Certificates

EV SSL F W G T h + 3 M~
yi + € MAGDCAb 0 EV SSL
= " EVSSL b L v 3 a A

EV SSL server certificate is used for verifying the identity of server or domain name and
organization who owns this server or domain name. GDCA does not issue wildcard EV SSL server
certificate. The types of domain names in EV SSL server certificates are not restricted,
e.g. .com, .gov etc.

1.5.1.2. EV i EV CodeSigning Certificates

EV A oG T p 9 L 0 M A

EV CodeSigning certificate is used for verifying the identity of program provider or publisher
indicated in the certificate.

1.5.2. L i Prohibited Certificate Uses

GDCA EV i Gt b cab caldb
G T L~ G . b a

a T L COE K v )
3 H H A

EV it Kv | ; n Na ~ 3
K v ‘ "3FWNa T

A

In addition to the scope of the above provisions, GDCA EV certificate is not designed for, not
intended for, not authorized for control equipment in danger, or for the occasion where the failure is
required to avoid, such as operation of nuclear equipment, navigation or communication systems of
shuttles, control systems of air traffic or weapons, since these faults or failures may lead to death,

11
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personal injury or serious environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermining national security, in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.6. Policy Administration
GDCA w  GDCA F -
% CPS bwu CPS A

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.6.1. Organization Administering the Document
w GDCA n Wb L ad a
CPSAGDCA n W ¢ E a T a T a
T a FT - - A A
F A

GDCA Security Policy Committee is assigned as the document management authority responsible

for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-ma ki ng fr om GDCA6s management, admi
marketing center, technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.6.2. . Contact Person
1.6.2.1. i Certificate Problem Report
7 i 0 Y H W PN Y il
. 0 ® ' webtrustreport@gdca.com.cn
* 95105813

5

Any certificate problem reports or certificate revocation requests shall be submitted through one of

12
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the following ways, and certificate revocation requests must be submitted in writing:
E-mail to: webtrustreport@gdca.com.cn

B

Call: 95105813

1.6.2.2. CPS CPS Related Issues

https.//www.gdca.com.cn/

" gdca@gdca.com.cn

CTNL T K Moy 1127 A 30
3001
' 510030
* ' +8620-83487228
D " ' +8620-83486610

For any problems, suggestions, questions, etc., about this CPS, you could contact us as follows::
Contact Department: GDCA Administrative Department

Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@gdca.com.cn

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the Peoplebds Repul

Postal Code: 510030
Tel: +86 20-83487228

Fax: +86 20-83486610

1.6.3. - CPS Person Determining CPS Suitability for the
Policy
GDCA 1 v 'E° CPS L v %o CPS
CPS |, A

13
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As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.6.4. CPS %o CPS Approval Procedures

CPS GDCA n w CPS Q “CPS Q
GDCA 1 W %oA

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review.

1.6.5. CPSk CPS Revision

GDCA CPS H L~ n W "H A
GDCA a asz ko "Y1 CA
~ CA/Browser Forurfi 0 n M~ Guidelines for Extended Validation
Certificate§ Y i Basdine Requirements ik CPS CPS 0Q
i ' CPSk 7 GDCA n W - v %o
v GDCA 0 A
CPS k & A b T ! 0 3
1k A

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates and the Baseline Requirements published by the CA/Browser
Forum. The proposed suggestion of modification will be submitted by the team which is responsible
for writing this CPS based on relevant changes, then it would be reviewed by the GDCA Security
Policy Committee. After approved by the committee, GDCA will publish the CPS on the official
website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version humber and update the release date, effective date, and
the revision records of this CPS.

14
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1.7. H Q Definitions and Acronyms

1.7.1. HW List of Term Definition
)
GDCA 1 w | GDCA Fro P CPSW
F Y0 i i @ A
G CAsi T CAsA
Y Y " Registration Authority’ RA”™ i
7 F - H F Ty
) v - i
M £ 0 D i -
F %o i A
a p° 6 E b ™ A
l 0 © F " CA =
f i LA
3F 1 i Y0 1 a Wm A
T Ne @ A
- T H ~ ' W i
a P A
7 H ~ % U @A
n € T A
i \ i 1 "7 qu D o i
A
H G T G-
TN E v p A
£ T = = "
a Y b W e T
" v H “VYB - H
A
E w7 pa ba a a 11 K 7
G ¢ E i W "He a 0a
1 a w A
E"" H i G 1 iy Hk b
T T H i A
CPS 8.3 ¢ A
W W i ¢ A
0 R \ a
¢ A
\ F b / H 7 \
N zb kA
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CPA¥ F WebTrust

Term

Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA
certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
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verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3. of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust Th e current version of CPA C(Cer
Certification Authorities
1.7.2. Tt gw List of Abbreviations and their Meaning
CA Certification/Certificate Authority -
CAA Certification Authority Authorization
CP Certificate Policy i
CPS Certification Practice Statement 3k 1
CRL Certificate Revocation List i |
CSR Certificate Signing Request i 5
DBA Doing Business As 3
DNS Domain Name System
EV Extended Validation /
(US Government) Federal Information Procesg - ~ H
FIPS Standard '
%0
FQDN Fully Qualified Domain Name n

17




I senrmsnnmnas

== GDCAEV i 3F 17 W6 T
Global Digital Cybersecurity Authority CO., LTD 0 M
GDCA 3
£
gTLD Generic TopLevel Domain
IANA Internet Assigned Numbers Authority e No
Internet Corporation for Assigned Names g L~ No
ICANN | Numbers
ISO International Organgation for Standardization %o
KM Key Management
LDAP Lightweight Directory Access Protocol z
LRA Local Registration Authority Y
ocsp | Online Certificate Status Protocol i \
State Cryptography Administration Office T
OSCCA | Security Commercial Code Administration
China WE
PIN Personal Identification Number @ M %
PKCS Public KEY Cryptography Standards E" %o
PK| Public Key Infrastructure E
RA Registration Authority Y
Request For Comments %o(W €
RFC
%o0)
SSL Secure Sockets Layer n
TLS Transport Layer Security D n
2H 0 bH Publication and Repository Responsibilities
2.1. GDCAH Repositories
GDCAH W E H - G ag i b T H
AGDCAH p -~ Pb GcYWp 'CP CPS A a i aCRLa
Nyl GDCA 0 H AGDCA 1 i & CPS
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k i b~ TP G b CPS ' W AGDCAH
Y * https://www.gdca.com.cn ~ GDCA i

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must
remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. H 0  Publication of Information
GDCA https://www.gdca.com.cn 0 H y GDCA 0
H a 1 a A
GDCA F 0 W CRL W Ty GDCA
0 " H ni o’ " GDCA ¢ i F-
W " 7 H A
* GDCA3 w oi t~ H 0 A

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCAd& s o f f i.deaawhilewsabscibert oe relying party
can check the current status of certificate instantly via OCSP service provided by GDCA.

Also, GDCA may also release any related information in other possible forms.

23. 0 Time or Frequency of Publication
GDCA 0 v " W CRLO ~ 0O
W 24 " f nextUpdate Vb ¥ thisUpdatey 10 y:i:’
" I© GDCA™ y _ i CRL © A GDCA 0 W
F CA i I\ " ARL"A
H iTp 0 v GDCA A% _ ~ 0 1
a TF ) A

GDCA releases automatically the latest certificates and CRLs on its official website and the CRLs
are issued every 24 hours and the value of the nextUpdate field is not more than ten days beyond
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the value of the thisUpdate field. In particular, GDCA can choose time to release the certificates and
CRL in case of an emergency. GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is timely, efficient and consistent with the requirements of the laws.

2.4. H L

Access Controls on Repositories

GDCAH T H E 0 T K, Ny H 7
bi kv LA
GDCA n a n a n L G+

H va- ak abo b A

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. M b # Identification and Authentication
3.1. Naming
3.1.1. Type of Names
GDCA 0 EV W . X509 % Ne i he # °
X.500 A
EVSSL # EV 9 i t cp L
CPST™ £, CA/ " CA/Browser Forum www.cabforum.org)
M XK Ne AEV SSL i# EV i # ’
common nameCN="p ~ T ’ a D a
A
¢ EVSSL i~ v[(h £ T h W h

- -,

Wa ¥ h # T n A
EV certificates issued by GDCA conform to X.509 standard and Distinguished Name of subject

20



i

GDCA

EE R

Bobal ERgital Tt

mizmOEmas

GDCAV i 3k

conforms to X.500 standard

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in this CPS customized according to GDCA EV CP, and in line with Section 9 requirements of

Guidelines published by

certificate and EV CodeSigning certificate must contain common name (Common Name, CN=),
which shall be validated and contains domain name, organization e-mail address, organization

legal name, etc.

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a

CA/ browser Forum at www.cabforum.org. Distinguished Name of EV SSL

primary domain name shall be used as the Common Name.

GDCA # ¥ he # W
v
- C CN
Y n o M~ b
M© LT n o N b
R ON Global Digital Cybersecurity Authorit¢o., Ltd.
GUANG DONG CERTIFICAE AUTHORITY CO.,LTD.
"~ OU |GDCA™ w a au b b
0 w O W~ y GDCA T vy~
0 A
~ CN” 4w CA

Naming rules of issuer&

DN in GDCA certificate are as follows:

Attribute Value

Country C~ CN

State’ S~ State of issuer (if included)
Local L~ Local of issuer (if included)

Organization O~

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization  Unit | Certificate contains various issuers depend on subscriber types,
©oouU” applications and regions to issue the certificate.
Common Name | Name of CA
~ N
GDCA i1 he # t 0
v
- CN
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Naming rules of Subject Distinguished Name in subscriber® certificate of GDCA are as follows:

Attribute Value

Country C CN

State’ S~ State of subscriber (if included)
Local L~ Local of subscriber(if included)

Organizationr O~ | Organization where subscriber subordinates for certain one;

Organization Unit | One or more following options can be included:

- our , ,

OU of subscriber subordinates;

Any descriptions which describe identity or certificate type;
Email E” Subscriber dss(fenaded) addr es

Common Name | Domain name (SSL/TLS certificate), organization name (organization

~ CN~ certificate), or other identifiable names
EVRoot 1 # !
v
- CN
O GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
© CN° GDCA TrustAUTH R5 ROOT

Naming rules of Distinguished Name in EV Root certificate are as follows:

Attribute Value

Country’ C” CN

Organization O~ | GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
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Common Name | GDCA TrustAUTH R5 ROOT
~ N
EVSSLCA 1 # !
\"
- C CN
O GlobalDigital Cybersecurity AuthorityCo., Ltd.
~ CN GDCA TrustAUTH R4 EV SSL CA
Naming rules of Distinguished Name in EV SSL CA certificate are as follows:
Attribute Value
Country C~ CN
Organization O~ | Global Digital Cybersecurity Authority Co., Ltd.
Common  Name | GDCA TrustAUTH R4 EV SSL CA
- oN
EV CodeSigningCA 1 # !
v
h CN
ON Global Digital Cybersecurity Authorit¢o., Ltd.
~ CN° GDCA TrustAUTH R4 EV CodeSigning CA
Naming rules of Distinguished Name in EV CodeSigning CA certificate are as follows:
Attribute Value
Country C” CN
Organizationr O~ Global Digital Cybersecurity Authority Co., Ltd.
Common Name | GDCA TrustAUTH R4 EV CodeSigning CA
~ N
3.1.2. H. Need for Names to be Meaningful
o Y g H A T’ #
yi h F o as p 0
M* FT Yy w £Ah, 2
A

23



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDC/EV VI 3 |_ 1 ~ \2.6 ~

Names in certificates should have a significant meaning. Subject name should definite the identities
of certificate holders and server, domain name or software publisher. This name should be
identified by relying parties and meet the requirements of laws and regulations.

3.1.3. \ N Anonymity or Pseudonymity of Subscribers

CPS ° GDCA i b a |\ N A
Under this CPS, subscribers cannot apply for certificate with anonymity or pseudonymity.
3.1.4. b t Rules for Interpreting Various Name

Forms

GDCA © o X.509V3 % @ # X.500 %A #
t GDCA YA

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. W  Uniqueness of Names
GDCAHK p~ b W hy # b il W Apr
G W “GDCA" Y I W hr # uwi O i A i T%
b i @ noa - v v #H 3y
Mz 11 A

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscribe r 6s subj ect name. GDCA can issue more t
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish

from others.

3.1.6. #a #6b Recognition, Authentication, and Role of
Trademarks
GDCA © m hy 2 Tb’ A

Subjectds DN of certificate issued by GDCA does not ¢
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3.2. A M Initial Identity Validation
3.2.1. Method to Prove Possession of Private Key
i b Y'E i ’ i
T° © PKCS#10ai b v GDCA
i T " A . HT O Ne U: PIN ~ A

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. M # Authentication of Organization ldentity
GDCA . t EV # F- i "
£ i a ) ipaszrFw nah _ a
W, M B /AP ipYTir p A
M # . CA ~ CA/Browser Forum

www.cabforum.org 0 v A - i T~

internationalized dmain namés IDNs™ =~ GDCA M Y

IDNs H "~ homographic spoofiig 4 A

GDCA only provides EV certificate application service to institutional subscribers. When applying
for the EV certificate, it is required to submit digital certificate application form, original and copy of
organization validity, authorization letter of operation, original and copy of institute supervisor,
o0 p e r aresidendidentity card, or other documents according to the types of certificate.

Authentication and review procedures of organization identity are in compliance with the
requirements of guideline published by CA/ browser Forum at www.cabforum.org. At the same time,
when there are internationalized domain names (IDNs) in the certificate application, GDCA will
verify the identity of the domain name holder to detect whether there exists homographic spoofing
behavior of IDNs.

3.2.2.1. # Authentication requirements
EV i+ "ao3iBAaH3IBA w YT L
G yYu # ‘
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2 i b Y W
3 7 W,

EV certificates are only provided to government agencies, enterprises, public institutions, social
organizations and other institutions. The following identification and verification of the applicant will
be conducted:

1. The legal identity of applicant is valid.
2. The name of the applicant is in accordance with the name of valid registration organization.

3. The representative of applicant must obtain the authorization from the institution.

3.2.2.2. # Authentication methods
1. M
(1) 9 a 3 ) 3 a v a H3
| B i )
2) a 'YH b ’ H
W
3
4 )

1. Organization identity confirmation

(1) Verify organization code certificate, business license (or normal license), social organization
registration certificate, public institution registration certificate and other relevant proof
documents.

(2) Verify the consistency of organization name, registration information and information submitted
by applicant by cross-checking third-party database, etc.

(3) Verifyi nst i topetatiowmaudress or place.

(4) Verify phone number or other contacts info of institution.

2. i W M
(1) W. ™M a @, M
) VA y
(3) W, w )
(4) a » b . R ) T M i
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2. Certificate application handling person identity confirmation

(1) Confirming identity of representative of applicant, passport and other individual identity proof
information.

(2) Verify bank card and telephone bill, etc.
(3) Verify handling authorized proof document of representative.

(4) Confirm the identity and authorization of relevant personnel from telephone or email, etc.

s . r v B .
GDCA” Yin o# T W
(1) Y F 22 T [
D"~ ) 0 v© [ & v -
i L A # Baseline Requirmest
32242 A
) .0 D" W v pb | admirl”

| administratot’ | webmastdf | hostmastdt | postmastdt® w [F 3t

T @y Y ” [ a v ” i
L A 2 Baseline Requirments 3.2.2.4.4 A
3) ° FQDN n ~ URT @ -
H - Y FQDN L A =
Baseline Requirmest 3.2.246 A G 2020 6 3
a = GDCAbL P g 0
(4) DNS CNAMEa TXT CAA T kK v D]
FQDN n - LA # Baseline

Requirments 3.2.2.4.7 A

5) v VF 6 e » p T ° 7 e v
vbE 6 6 U ) T C T [ w HTTP 2xx
o ~y FQDN L A # Baseline

Requirments 3.2.2.4.18 A
* GDCA 01 Y
L vt b A
GDCAb u IP 1 p O EVSSL i A

3. Domain validation
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For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the
validation of domain names:

Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by sending a Random Value via
email, and then receiving a confirming response utilizing the Random Value to confirm its
ownership and control of the domain name. This way of validation conforms to section
3.2.2.4.2 of the Baseline Requirements.

Sending an constructed email to domain contact to confirm the ownership and control of the
domain name, by sending an email including a Random Value to one or more addresses
created by using 'admin’, 'administrator’, 'webmaster','hostmaster’, or 'postmaster' as the local
part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a
confirming response utilizing the Random Value. This way of validation conforms to section
3.2.2.4.4 of the Baseline Requirements.

By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier contai ni ng t he FQDN, to confi
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements. [This method is no longer used because it is deprecated as of 3 June 2020].

By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or

rm

CAA record to confirm the applicantds practi

conforms to section 3.2.2.4.7 of the Baseline Requirements.

Confirming the applicant's control over the FQDN by verifying that the Request Token or
Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the Baseline Requirements.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the

domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

GDCA does not issue EV SSL certificate containing an IP address or an internal name.

4.

4.

nh T - 0 ) ‘
(1) GDCA 0 H H W P
0
(2) GDCA | D - # A

Confirmation of e-mail address

In case the subject of the certificate contains an e-mail address, the email address can be
confirmed via sending e-mail:
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(1) GDCA sends the check information to e-mail account address and requires the user of this
account to reply an e-mail according to these information within a certain period.

(2) After receiving the e-mail, GDCA will check the validity of it and finish the authentication
process.

5. 3
ih T DBA 3 * GDCA” Y 1 T Wy
a DBA 3 '

(1) v L a v
" ,
2~ ’
3) b DBA 3 ’
4) ) o’
G) 3 1V~ 1" H N i 0 {1 11 GDCA w
" A

5. Verification of DBA/Tradename

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

(1) Documentation provided by, or communication with, a government agency in the jurisdiction of
theapplicant 6 s | egal creation, existence, or recognition

(2) Areliable data source;

(3) Communication with a government agency responsible for the management of such DBAs or
tradenames;

(4) An attestation letter accompanied by documentary support; or

(5) A utility bill, bank statement, credit card statement, governmentK issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.3. Q@ M # Authentication of Individual Identity

EV b 1 e, A

EV certificate is not applicable to individuals.

3.2.4. H Non-Verified Subscriber Information

>

EV #T ~ H
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Alls u b s ¢ rinfdosneation ifi EV certificate must be verified.

3.2.5. Validation of Authority
W. W i#3F ~ GDCA 7 .
1 5 M F a h 0 )
2. a HPa -« K v L G:
Yiin W A
GDCAH Q. i A Y il Y
i @, 1t GDCAb i Y Kv W A
[ 7 * GDCA L 1A

The following verification shall be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in

writing, the individuals who may request a certificate, then GDCA does not accept any certificate

requests that are outside this specification. GDCA provides an applicant with a list of its authorized

certificate requesters upon the applicantés verified \
3.2.6. € D %ot Criteria for Interoperation
Gi T F " Yb GDCA e b-p F
CPS . GDCACP i f b GDCA i A
GDCA w A p ~ 1T GDCA O # H ~ wH 0
i A

" GDCA H 13Y A

- GbcA Okv T WA

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
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are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

To date, GDCA has not issued any cross certificates.

3.2.7. %0 Data Source Accuracy
K v bu w a H [ GDcCA Tow a %o
i W L Yo

1. L H ’
2. H ’
3. L i ’
4. En T (i ;
5 N A

L Tu  w T > b 0 [F13e -
t GDCA™ g 1 pA

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than thirteen months prior to issuing the certificate.

2020 10 1 & @ 1Y oy EVSSL i
H |- GDCA G CPS 21T GDCAH ~ E
EV SSL i a r /Y A
ey H Yy hp
, H vy £ 0 /'Y "o a M ~od
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Y N " i v ' I subjectjurisdictionLocalityNamed: =  OID:
1.3.6.1.4.1.311.60.2.2.1 © I subject:jurisdictionStateOrProvinceNante™ OID:
1.3.6.1.4.1.311.60.2.1.2 ~ i [ subject;jursidictionCountryNamé- = OID:

1.3.6.1.4.1.311.60.2.T3 g r /'Y T H 0 i :
I Y v

k - 1P vak 1/ - "1 W = A
Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the

Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
publicly disclosed in the repository describer in section 2.1 of this CPS.

This Agency Information shall include at least the following:

Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

The accepted val ue or val ues Bwhrj eedach urnifsdtic@OIDdnLocal ity
1.3.6.1.4.1.311.60.2.1.1), Gubject:j uri sdicti onStateOr POI®Dvi nceName b
13.6.1.4.1.311.60.2.1.2), and (Oibs136j1d.£.3121.608.t.3i di cti onC
fields, when a certificate is issued using information from that Incorporating Agency or

Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for; and,

The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.3. b # lIdentification and Authentication

for Rekey Requests

[ | nyG g AGDCAW

Y Ve Q) bl LA

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.
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3.3.1. L  # Identification and Authentication for

Routine Rekey

G ' BV @[ | CPS 3.2
G 0 A
In general, subscriber should submit certificate request for re-key according to CPS section 3.2
about method to prove possession of private key before the expiration of EV certificate.
W a | Y 5] “ )
- a | v > v * GDCA

b K A

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or

data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before t hey apply for t he secret keyobs
responsibility incurred by failure of decryption by the renewal of the secret key.

3.3.2. b # Identification and Authentication for

Rekey After Revocation

EV 1 b A

Re-key/renewal after revocation of EV certificate is not permitted.

3.4. b # lIdentification and Authentication for
RevocationRequest
GDCA Y CPS4.9.1.1 no W
n- : A h- 7 CPS 3.2
M %A

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscriber who requests to revoke a certificate will follow CPS section 3.2.
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3.5. F # Identification and Authentication

for Authorized Service Organization

GDCA K EV 1 RA bPs RAA

GDCA will serve as RA by itself, rather than will assign another RA.

4. i b Certificate Life Cycle Operational

Requirements

4.1. i Certificate Applic ation
4.1.1. i r Who Can Submit a Certificate Application

i e (¢ TaH3IBA W
r r )A

Entities of certificate request are organizations with independent legal person qualification (such as
administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. Y b K Enrollment Process and Responsibilities
EV i Y b _ CA ~ CA/Browser Forurm www.cabforum.org
0 v A
HI 2 \ AEVCPI CPS o L - 2 1 T7
G a #zaykr G "p A
GDCA EV i I D~ I
ey i p A
K GDCA a %o i H A
GDCA L i H b ™ W [
K A

EV certificate registration operation complies with requirements of guidelines published by CA/
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browser Forum at www.cabforum.org.

Applicant should learn about s u b s ¢ s agfeemend, provisions agreed in EV CP and this CPS
and other files in advance. Especially, applicant should focus on related content about the
certificate applicable scope, rights, obligations and warranties.

Applicant should submit an EV certificate application form and corresponding documents to GDCA.
All of above mean that applicant has learned and accepted the contents.

The subscriber has the responsibility to provide real, complete and accurate certificate application
information and data for GDCA.

GDCA shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. i Certificate Application Processing
4.2.1. b FW Performing Identification and Authentication
Functions
GDCAT i Y T i v CPS3.2.2 3.2.3 3.24
1 3.25 - M #b #A
GDCA ‘ - _ ia
"H AGDCA i T G i
H b H v w0 A
i 0 GDCA CPS 3.2 D b
13@ ¢ H O 1. ~ t GDCA™ g D~ nT H
A
After GDCA and its registration agencies receive the

perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.2, 3.2.3, 3.2.4 and 3.2.5.

After verifying the application materials submitted by applicants, GDCA will accept or reject this
application or require the applicant to submit supplemental related materials according to the
verification result.

In the process of the certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than thirteen months prior to issuing the certificate, and provided that no changes occurred to the
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documents and data within such time period.

4.2.2. i %0 Approval or Rejection of Certificate
Applications
421 #bL # v 't w GDCA
% i v 4 w GDCA EV i ©og i A
@ *  GDCA 4 %o i * GDCA
* GDCA | a A i a n HkF
7200 i E" E T H ~ GDCAH [k
G [ " n-
EV i LT T 0 W I H A 6t TF*
~~ GDCA i A

After completing the execution of identification and authentication in Section 4.2.1, if the user meets
related requirements, it means that GDCA has approved this certificate request. Applicant becomes
a subscriber of GDCA EV certificate. Otherwise, GDCA shall reject the certificate application.

If application is prohibited clearly by laws and regulations, or GDCA considers that there is highly
risk to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of high
risk EV certificate applicants according to the list provided by anti-phishing alliance, antivirus
vendor or related alliance, government agencies which are responsible for network security affairs
and other third party, or the disclosure of information through public media reports, or previously
rejected certificate requests by GDCA due to suspected phishing or other fraudulent usage or
concerns. GDCA will query information from the list during accepting certificate application. If the
applicants appear in this list, GDCA will reject their application directly.

G 0O EV "3 w I3y w0 i ¥
\ T~ GDCA i 0 L A
G a a 3 tHL 3 °
i E * * GDCA wi 0 EV WA ~ i i
(| a T L GDCAT b3 iab EV
i H A

For the EV certificates which had been issued, GDCA will also review them regularly according to
the list described above. Once the holder of the certificate is found in the list, GDCA gets the right to
revoke the certificate or take appropriate mechanisms for careful handling.

For the authorities which laws and regulations, national government departments, industry
supervision department or local government clearly prohibit from engaging in commercial activities
or other public activities, GDCA gets the right to refuse to issue EV certificate to them. In addition, if
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relevant personnel of certificate application suffers from the relevant restrictive of laws and
regulations, state or local government, GDCA can refuse to their EV certificate application process.

42.2.1. i %0 Approval of Certificate Applications
GDCA Y w o0 oo 7
GDCA i %o I A

1. n Ccps3.7 ¢ M # :
2. i i \ o ’
3. 0= A

Af ter G D C A 6 s authoaty completea tvarifacation steps for the certificate application
successfully and submits a certificate request, if GDCA issues official certificates, which means
GDCA approves certificate application.

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS 3.2 regarding the subscriber's
identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. i Rejection of Certificate Applications
0 Nt * GDCA i ‘
1. b ., CPS32 ¢ M # :
2. b L M '
3. i i \ TP ’
4. b 0 '
5. i ICANN" The Internet Corporation for Assigned Names and

Numbers§ T gTLD -
6. GDCA Y U %o v  GDCA LU a

A

GDCA refuses the certificate application in case of the following situations:

1. The application does not meet the specifications of subscriber& identification and
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authentication in CPS 3.2.
2. The appl i c adetthe mguined identgyrdacuments.

3. The applicant objects or cand accept the relevant content or requirements of the
subscriber's agreement.

4. The applicant has not paid or is not able to pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The
Internet Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal
disputes or losses to GDCA.

G 7 * GDCA 7 A

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. i Time to Process Certificate Applications

GDCA p i A

GDCA should finish processing certification applications in a reasonable period.

4.2.4. ~ CAA" Certification Authority Authorization (CAA)
¢ GDCA CA/ EV Guidelinesé Baseline Requirements
E"" H SSL/TLS i~ GDCA 0 Wh # T % @ dNSName
A CAA v [ A
GDCA RFC6842 D 5065k ~ I issuedl issuewild:
I iodefl: "I issugd issuewild: Tb ~ [ gdca.com.ch ¢ GDCA
b 0 i’ CAA T#% [ iodef: " ¢ GDCAb _
wi 0 #nA
GDCAY i CAA "buw” 0 p' I GDCA
T CAA C W CAA ' 3
M b ICNNA M DNSSEC A

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCAprocesses" i ssue", "issuewild", and fAi odesamnemqmedoperty
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by Errata 5065: GDCA will not issue corresponding certificates if the "issue", "issuewild"property
tags do not containfigdcapeoimychag fihodake ithepresent
GDCA will determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.

43. @ 0 Certificate Issuance
4.3.1. F - CA” 4y CA Actions
CA nm 0 GDCA " H 0 D" g CA
i b A
CA i %o 0 WACAwuY 0 G
i i T % H A 0 i b . CA "~ CA/Browser
Forun?® www.cabforum.orgo M 12 Ne A

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CAto perform a certificate signing operation.

The certificate will be generated and issued if the application is approved by CA. The contents of
these certificates are based on the approved information on the certificate application. The
operations of certificate issuance are in compliance with requirements of Section 12 guidelines
published by CA/Browser Forum at www.cabforum.org.

4.3.2. CA i 0 Notifications to Subscriber of Issuingthe
Certificate
GDCA 7] 0 n i 0~ Y
i - a n v i b
v i A

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance with applicants.
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4.4. W 1 Certificate Acceptance
44.1. T n W Conduct Constituting Certificate Acceptance
1. F GDCA i + T W 49
Tt nA
2. GDCA Y "H 4" 9 " i i ) 0
Y 4q T2 A
3. i i i p b A

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. F W O Publication of the Certificate by the

CA

i i “GDCA 24 p b [ GDCA F A
~ GDCA Google CT "~ https://github.com/chromium/golicy™

H © 2@ CT F TA

GDCA hart F Ne 0 WA 0 o
h FoOT ht * h + : [ F
T A

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours. As per the Google CT policy
(https://github.com/chromium/ct-policy), GDCA embeds in the SSL/TLS certificates the signature
data from at least three CT servers recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.
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4.4.3. F [ Notification of Certificate

Issuance by the CA to Other Entities

GDCA b i1 Atr 7y [ T [ GDCA
0 i A
GDCA and RA will not noticetoot her entities. Ot her e n t certificates

by querying the directory server.

4.5, M a Key Pair and Certificate Usage
45.1. n a Subscriber Private Key and Certificate
Usage
v N I 2 GDCA 0 n - Y b
GDCAA w v z gt A (| > 0.,
G i i @ a A
G i ) a -~ fbPa i A
b A
¢ EVA b Wae W @ b A
G EVSSL i~ K HFG =~ MNTLEF h £ F
T i A

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related
rights and obligations. The subscriber who receives the certificate shall properly take appropriate
measures to keep the corresponding private key to the certificate from unauthorized use.

Subscriber shall protect his/her private key from unauthorized use, and do not use expired or
revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate certificate cannot match multi-software at the same
time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.
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45.2. W ‘E i a Relying Party Public Key and Certificate
Usage
W K’ H ~ gt Y b
1. nt Hk °
2. n w H K n’
3. CRL OCSP " ’
4, i G '
5. a nw:= E :
6. i A
Y:: pb " K H A
W o v H i T® T v
i~ a i E H v Auw v i v H W 0
i A

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signatureds corresponding certificat
2 Confirm that the signatureds trastedhytherplongpaityn g cer t i f i ¢

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificateds public key to verify the signatur
6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.
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4.6. i Certificate Renewal
4.6.1. i Circumstances for Certificate Renewal
GDCAb t EV i FA
GDCA does not provide EV certificate renewal service.
4.6.2. i r Who May Request Renewal
b A
Not applicable.
4.6.3. i Processing Certificate Renewal Requests
b A
Not applicable.
46.4. 0 ] Notification of New Certificate Issuance
to Subscriber
b A
Not applicable.
4.6.5. i i W Conduct Constituting Acceptance of a
Renewal Certificate
b A
Not applicable.
4.6.6. F W 0 Publication of the Renewal

Certificate by the CA
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Not applicable.

4.6.7. F [ r Notification of Certificate

Issuance by the CA to Other Entities

b A

Not applicable.

4.7. i Certificate Rekey

4.7.1. i Circumstances for Certificate Rekey
GDCA i T Prb YW '
1 W[ A
2. ¢ a nt ~ GDCA i A

GDCA certificate Re-key including but not limited to the following circumstances:
1. The certificate expires.
2. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. i r Who May Request Certification of a New

Public Key

7 FY0n A

The entity who requests re-key is the certificate subscriber.

4.7.3. i Processing Certificate Rekeying Requests
a CPS 33 i Mo z A
a CPS 43 i 0 A

Authentication and identification of subscriber identity are done for re-key according to CPS section
3.3.

Certificates are issued according to CPS section 4.3.
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4.7.4. 0 n Notification of New Certificate Issuance

to Subscriber

CPS 432 A

See CPS section 4.3.2.

4.7.5. i i W Conduct Constituting Acceptance of a
RekeyedCertificate
CPS 441 A

See CPS section 4.4.1.

4.7.6. F n O  Publication of the Rekeyed
Certificate by the CA
CPS 442 A
See CPS section 4.4.2.
4.7.7. F Tr Notification of Certificate

Issuance by the CA to Other Entities

CPS 443 A

See CPS section 4.4.3.

4.8. it Certificate Modification

GDCAb ¢ EV i F- T’ H 0 I CPs
4.9 i~ CPS 4.13 4.22 4.3 4.4

GDCA does not provide EV certificates modification service. A certificate in which the information
has been changed should be revoked according to CPS section 4.9. Subscriber should re-apply the
certificate according to CPS section 4.1, CPS section 4.2, CPS section 4.3, and CPS section 4.4,
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48.1. it Circumstances for Certificate Modification

b A

Not applicable.

4.8.2. it r Who May Request Certificate Modification

b A

Not applicable.

4.8.3. i 1 Processing Certificate Modification Requests

b A

Not applicable.

4.8.4. 0 ] Notification of New Certificate Issuance

to Subscriber

b A

Not applicable.

485, i i i w Conduct Constituting Acceptance of

Modified Certificate

b A

Not applicable.

—1

4.8.6. F m 0 Publication of the Modified

Certificate by the CA

b A

Not applicable.
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4.8.7. F [ Notification of Certificate

Issuance by the CA to Other Entities

b A

Not applicable.

4.9. i

Certificate Revocation and Suspension

i b . CA " CA/Browser Forumi

www.cabforum.orgd M 13 Ne A

The operations of Certificate revocation and status query are in compliance with requirements of
Section 13 guidelines published by CA/Browser Forum at www.cabforum.org.

49.1. n

Circumstances for Revocation

49.1.1. i A Reasons for Revoking a Subscriber Certificate
F Yn 1T W * GDCA 24 Hp i
1 Y i n’
2 GDCA A i [ Fb [ W'’
3. GbCA = ° L WE [
4. GDCA v W T FODN IP L b
w oA
F oYnm 17T W * CA 24 HP i oF 5 H
p n'
1. iWb'P . Baseline Requirements 6.1.5 1 6.1.6 ’
2. GDCA VRN ’
3. GDCA [ \ A CPCPST W K’
4. GDCA VK v FQDN a bP Tt @
U Y. a z" Y. b A
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Soo GDCAV i 3F 10 W26 "
) Y w ~
5. GDCA i G 1 ’
6. GDCA T H ¥ (A
7. GDCA i 0 .. Baseline Requirements ~ GDCA CP CPS
8. GDCA wuwky £ nT H wu H °’
9. GDCAuw Baseline Requirements0 i Z N N
i CRL/OCSPH

10. CPST iz ’ ’ H ’

3 i i wlood @ Lo F T, H
11. GDCA Y yr 4 Fo
12. CA F 3 a - " E

vy~ o Debian ' http://wiki.debian.org/SSLkeys

) A

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one

or more of the following occurs:

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
nameregi strant 6 s damgilname, @ relevantlicensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
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misleading subordinate fully-qualified domain name;
6. GDCA s made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA6s CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCAO6s r i g lkerificates under thel Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository

10. The fulfilment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

4912. T CA # A Reasons for Revoking a Subordinate CA Certificate
F YMnW T W " GDCA 7 HP T CA '
1. GDCA U N b hE T CA [ U N bP
Baseline Requirements 6.1.5 1 6.1.6 " ’

2. GDCA = & | ’

3. GDCA i 0 .. Baseline Requirements ~ T CA
CPCPS

4, GDCA wuky ¥ T CA T H b% ab i ;

5. GDCA kv 1 A “fF bs W CA N\ Y v F°

6. GDCAuw Baseline Requirements0 i Z

i CRL/IOCSPH A
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence thatthe s ubor di nate CA6s private key corresj|
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;
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2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP

Repository.
4.9.2. i r Who Can Request Revocation
i P a GDCAa ) A T ow a
p L " i CSr S R } GDCA

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. Procedure for Revocation Request

4,9.3.1. h- The subscriber actively proposedto revocation
application

1. GDCA -~ M - A

2. GDCA CPs 34 " e

3. GDCA [ 2e b p " '

4. GDCA i i0 [ # L

5. GDCA a o v i | ’

6. GDCA . 7*24 i [ " Y '

E-mail: webtrustreport@gd@ccom.cn

v

© ' 95105813

1. Subscriber submits application form of revocation and documents of identity confirmation to
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GDCA. Meanwhile, subscriber should provide reasons of revocation.

2. GDCA makes authentication of certificate revocation request according to CPS section 3.4.
3. GDCA completes certificate revocation within 2 working days after receiving revocation
request.
4. After the completeness of revocation, GDCA releases it to CRL promptly.
5. GDCA notifies to subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.
6. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:
E-mail to: webtrustreport@gdca.com.cn
Call: 95105813
4.9.3.2. L W The subscriber isforced to revoke the certificate
1. GDCA "HNe H¥ CPS 4911 T T GDCA
n v % ’
2. GDCAEV Root i1 EVT CA i ¥ n N
Fh %o i ;
3. n " GDCA Y T pa “
i 1 A - ' |© GDCA
" E
4. GDCA'‘: 7%24 EV i A

GDCA can revoke subscriber® certificate with the occurrence of circumstances described in CPS
section 4.9.1.1 after the approval of GDCA Security Policy Committee.

GDCA can revoke the certificate with the occurrence of security risk for private key of GDCA EV
Root certificate or EV Subordinate CA certificate after the approval of state& electronic authenticate

service administrative department.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone, fax to
notify the final subscriber that the certificate has been revoked and the reason why to be revoked. If
GDCA cand t contact subscri ber wil notice theaevaked arfd susperded,

certificates on the website.

For EV certificate, GDCA provides 7*24 hours problem reports and handling procedures.
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4.9.3.3. F i Revocation ofelectronic certification

service organization certificate

>

GDCA CPS i

Revocation will be determined according to this CPS.

4.9.4. L ProcessingMechanism of Problems and Reports
i ¥ 3 a v ‘ GDCA
b 24  AGDCA [ 24 p- i
i _ of 1 - LA
GDCA G 724 EV i i Lk v au a
ptL T 0 i > ¥ ¥ a i
a it EV a7 a E b w 7 GDCA
A n

E-mail: webtrustreport@gdca.com.cn

© ' 95105813

5

When corresponding private key of subscriber certificate has occurred suspected leakage, broken
or abuse, subscriber should immediately notify GDCA no longer than 24 hours. After receiving the
report from subscribers, GDCA should make investigation for the certificate which has been
reported and decide whether to revoke it or take other appropriate action processing mechanism
within 24 hours.

GDCA establishes and maintains reports 7*24 hour problem report and acceptance mechanism for
EV certification, any subscriber, relying party, application software provider or other third-party who
find a certificate with fraud, leakage or suspected leakage of private key, abuse and other problems
can report or complaint to GDCA. The ways to report are as follows:

E-mail to: webtrustreport@gdca.com.cn

Call: 95105813

GDCA | v 24 o i D v Y "
%o _ 7

~ :

s ¥ ’

N .

'y EV CP/CPS \ v ’
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5 A

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribersd compliance with the EV CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

4.9.5. Revocation Request Grace Period

¥ Hup ~ 0 8
Yp FAI T A i | 48 p FA

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.9.6. F Time Within Which CA Must

Process the Revocation Request

GDCA u 24 A

The cycle of GDCA processes revocation request is 24 hours.

4.9.7. w i

Revocation Checking Requirements for Relying Parties

GDCA w7 GDCA 3 A

GDCA provides online query on revocation status. The relying party can query on the GDCA
website

498. CRLD CRL Issuance Frequency

G i~ GDCA CRLD W 24 “ f nextUpdate vb ¥
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thisUpdatey 10 y:': A

T CA i~ GDCA CRLD W 12¢ A T CA i~
GDCA 24 H P CRL f nextUpdate v b ¥ thisUpdatey
12e@ Yyt A

CRL © . CA/ "~ CA/Browser Forurh www.cabforum.orgd

M 13 Ne A

For the subscriber certificates, GDCA updates and publishes certificate revocation list (CRL) every
24 hours, and the value of the nextUpdate field is not more than ten days beyond the value of the
thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

CRL Issuance frequency meets requirements of Section 13 guidelines published by CA/Browser
Forum at www.cabforum.org.

499. CRLD Maximum Latency for CRLs

GDCA CRLD " H 24 pA

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.10. Online Revocation/Status Checking
Avalilability
GDCA i w L i F A OCSP
RFC6960 * f OCSP F AOCsP F b
" Wwa CA 0~ OCSP n’ W e RFC6960 y Y
id-pkix-ocspnocheck A

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.
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4.9.11. Online Revocation Checking Requirements
Ty * GDCA K v 0 A
GDCA ¢ Get Posty OCSP FA
G i~ GDCA OCSPH AOCSP W 10
A ¢ e OCSRA
T CA i~ GDCA 12@ OCSPH A T CA i

v 24 D OCSPH A
G 0 i * GDCAb I good: A
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not

been issued.
4.9.12. H T10 Other Forms of Revocation Advertisements
Available
GDCAb ¢ H 1710 A

Currently GDCA does not provide other forms of announcement about the revoked certificates.

4.9.13. # Special Requirements related to Key
Compromise
CPST 4.9.1 - Y i

" Y i GDCA ¥ i1 A CA ~  CA

T CA o N , p . I
W A

Except for the case described in CPS section 4.9.1, when certificate key of subscriber or RA or may
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have been certificate revocation request must be made to GDCA immediately. If security of C Asd
key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should notify subscriber
and relying party timely in reasonable time and appropriate way.

i Y CPS 1621 T y GDCA
0 f i i~ GDCA DL ¥ i - a
YN H® L i ‘
U ’ CSR T & I' Proof of Key Compromise
for GDCAL
i : A
GDCA” viT A

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.6.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

U  Submission of a CSR signed by the compromised private key witht he Common Name @APr oo
of Key Compromise for GDCAO; or

U  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.

4.9.14. i Circumstances for Suspension

b A

Not applicable.

4.9.15. " r Who Can Request Suspension

b A

Not applicable.

4.9.16. Procedure for Suspension Request

b A

Not applicable.
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4.9.17. L Limits on Suspension Period

b A

Not applicable.

4.10. R I Certificate Status Services
4.10.1. b Operational Characteristics
Ty CRLA LDAPa OCSP i Tt i F
0 z A
G W~ GDCA i | |b- i CRLT A GDCA
b- CRLTH i A
GDCAb- OCSP F+ T A

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

4.10.2. - Service Availability
GDCA t 7*24 i F™of b 10 Ad "H
o i FA
i FoT . CA/ "~ CA/Browser Forum
www.cabforum.org0d M 13 Ne A

GDCA provides 7X24 Certificate Status query Services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query Services.

The availability of certificate status service meets requirements of Section 13 guidelines published
by CA/Browser Forum at www.cabforum.org.
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4103. ~ Operational Features
i i’ F Y # GDCA CRL ~ F
L v W CRL[ ~ i A

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. End of Subscription
SV
1 n [ ’
2wl kA
W i p a  GDCA i F~ GDCA %ol
v i v CRL 0 0 ' GDCA
i b i A

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.
2. The certificate is revoked before expiration.

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. b Key Escrow and Recovery
4.12.1. b b 4w Key Escrow and Recovery Policy and
Practices
GDCAb Kv EV i il 3b ¢ FA

GDCA does not escrow the private key of subscriber& EV certificate and not provide key recovery
services.
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4122. w b

Recovery Policy and Practices

b A

Not applicable.
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5. a b L Facility, Management, and

Operational Controls

5.1. L Physical Controls
5.1.1. B b Site Location and Construction

GDCA N1 %o

GB/T 250562018 € H 1 i Tt 7o
GM/T00542018 & H 1

GB50174 6 H 1

SJIT107961996 & - pl

GB28872011 & 1

GB30003é i 1

GB50222é o k 1

GB50116é } I

© © N o o0 ~ w0 Db PF

GB50057 é |
. GB5054¢é vV 4 1

=
o

. GB/J19é b 1

=
=

. SJIT107962001 & . pl

=
N

1. GBJ/T 25056-2018f | n f o r sexarityitezhmiques- Specifications of cryptograph and th
e related security technology for certificate authentications y st e mo .

2. GM/T0054-201 8 fiGener al Requirements for I nformati o
Applicationod.

3. GB50174 i C o tbredesign of electronic information System Ro o mo .

4. SJIT10796-1996fi Sp e c i ffor raiset floar of computerr 0 0 mo .

5. GB2887-2011fi Spec i fforamaputeré m el d o

6. GB30003fi Co n st rand@dceptante test code for electronic computerr 0 0 mo .

7. GB50222 fi C C ofdréire Prevention in Design of Interior Decorationof Bui | di ngs 0.
8. GB50116 fi C o tbredesign of automatic fire alarms y st e mo

9. GB50057 fi D e s dodgffior protection of Structures againstl i ght ni ngo
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10. GB5054 fi C o tbredesign of low voltage electricali nst al | ati ons o
11. GB/J19 @ C o tbredesign Of heating ventilationandairc ondi t i oni ngo
12. SJ/T10796-2001 7 S p e c i ffor raiged floar of computerr o0 0 ms 0
GDCA Bgewe M M Y T a a
a wo ~ Mz W "o © GDCAT w h
Now Mya FMva Ma BMAE MfngeMv Ar
- v A
The data center of GDCA is an independent building which located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. Th e basic protecti on of GDCAGbGs dat
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,

management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. E™ M Public Area

E"M° “o A aéG - \ A

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices.

5.1.1.2. B M Operation Area
bM RA b, a bV~ a | M Ty
~ F bV A il r A

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. M Management Area
\ RA L=~ cA a oa L=~ a L
" RA CA a n bM” 7 "H v
- H @ a | M "y "A

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
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have the rights to access this area. Enter this area requires two administrators to use two-factor

authentication.
5.1.1.4. F M Service Area
FMh t LDAP F aO0OCSP F aRA Y F "7 "H
Y - H @ a | M Ty T A

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

51.1.5. M Core Area
Moy MY oy L " h CA F acCA
F aKM F a3 F 7 "H M
R H @ a | M "y A 3
v~ G A

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. Physical Access
GDCA  p 9 le T v
- 0 - A o %
v A b, a M ZN\ ¥
F U " H Y FMDL \ H @ a
Mo #N\ £ "y °° b b il
G W A
L- s @ ‘
a) ©LN FA D a Mo #\ L0 D
FTOOF 0 H A
b) 0 K i a b7
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In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous recording
the restricted area and operation area within 7*24 hours. All video records will be retained for at
least 6 months in order to future inquiry.

5.1.3. Security Monitoring
. 7 e . . :
5 UPS 5 N 5
a a a a 'E A
N . : 7204 oy 5 H
- G w 6a y': A

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
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be retained for more than 6 months.

5.1.4. zb Power and Air Conditioning
H Looaw” o - F e
a A o vb L ups ©~ 1t

G 8 z A Mop ¥ - a + a

B A
o v o A

300kcal/hm?2 A * 35N’ © ON’

P © 224N ' 5545%/h A T " -

G P _ Loy A

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

The data centerdés air conditioning adopts ai
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. Water Exposures
" * GDCA o A
YW 0 4 - " 0 A
A i W0 - 4 F
A A

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.
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5.1.6. Fire Prevention and Protection
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The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,

fire alarm controller will immediately trigger ali nkage signal . Af ter 30 seconds
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal

from the pressure signal device, and the door light will be on in protection area in order to avoid

personnel strayed.

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and wait for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

51.7. U’ Media Storage
GDCA : a a a a a a a
3 n A b= g Y3 Li H v
VI nG A

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
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Confidentiality and other measures to achieve the security protection of the media.

5.1.8. Waste Disposal

The written documents and materials of GDCA shall be destroyed when they are no longer needed

or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with

sensitive information will be initialized and physically destroyed by usi ng manufacturer ds
before disposal.

5.1.9. M Off-Site Backup
GDCA ey MT “a F p P2
i H M A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. L Procedural Controls
521. " H Trusted Roles
GDCA H T ¢ i i baa a
1 b B GDCA w  H A’ T Prb G
a a n a3tk 13F Db
i B Y GDCA B W %A

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to, the GDCA job descriptions prevail.

5.2.2. K I Number of Persons Required per Task

GDCA i 3F T 7 «kF H L~ b e  H
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GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

E  For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

E  For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

E  For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. Q #b # ldentification and Authentication for Each

Role

€l
>

GDCA " H GDCA

o T A

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. Nes Roles Requiring Separation of Duties
u G n- " H Ne /11”4 GDCA "~ H b
kK A GDCA Ne Y b 6L ‘
a 3 ki

b m CRL 0

c b
d CA
€ n

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include (but are not limited to'

E The acceptance of the certificate businesses
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E The issuance of certificates or CRLS
E System Engineering and Maintenance
E CAkey management

E  Security auditing

5.3. L Personnel Controls

L . cA " CA/Browser Forum www.cabforum.orgo

M 141 Ne A

Personnel control meets requirements of Section 14.1 guidelines published by CA/Browser Forum
at www.cabforum.org.

5.3.1. a A Qualifications, Experience, and Clearance

Requirements

GDCA " H b A

1. 1 W b A

2 a * t GDCA W i A

3 GDCA 7 3 L A

4. i @ aklyid b t3 AA

5. 1 b A

6 A

v B b. f ” b GDCA

AGDCA "H T H i a~ H 1 b

a CA [ b a 3 A

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with stateds Il aws and regul ations. Obeying
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.
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A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad

records of this industry and etc.

5.3.2. Background Check Procedures
GDCA b . b " H A
" H ~ " H i i A
v p 3 L H b i
u A a . -7 i a H

A
GDCA may collaborate with governments and investigation organizations to complete background

review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.
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Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security apart from the
basic review. Full reviews must be carried out for key roles.

The review procedure includes:

a) TheHRdepartment is responsible for confirming candi da
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

There is fabricating facts or information
With evidence of the unreliable staff
Use illegal identification or education, qualifications

The behavior of serious dishonesty in the work

B

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staffs who assumed trusted
role, so as to continuously reviewt h e s e e mpustwortieiress and working ability.

5.3.3. Training Requirements
GDCA " H BT R oo bW
. GDbCA [
. GDbCA [
. GDCA 1 L
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management strategy and mechanism
Job responsibilities requirements

PKI basic knowledge

Authentication and the policies and procedures of audit
Disaster recovery and business continuity management
CPa CPS policies and related standards and procedures
GDCA management policies, systems, measures, etc.

The laws, regulations, standards and procedures of electronic certification service in
China.

Other needs of training
N G n -~ “ GDCA b T
B a Hp a 3 F A

1 v - 3 A
In addition, for certificate reviewer and entry clerk, GDCA carries out required training for working
duties regularly, including job duties, events and damage report process, disaster recovery and
business continuity management process. In online of new system or significant updates or
upgrades of certification system, GDCA should carry out corresponding training for the reviewer
and entry clerk.
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5.3.4. P Retraining Frequency and Requiements

' H H i L i GDCA
W A ¢ LT W 7 A -
GDCA 1 2 " b A

For persons acting as trusted roles or other important roles, they shall be trained at least once a
year by GDCA. Related personnel for operating authentication system shall be trained for relevant
skills and knowledge at least once a year. In addition, GDCA will provide ongoing training for
employees irregularly according to system upgrade, strategy adjustment and other requirements.

5.3.5. b B Job Rotation Frequency and Sequence

GDCA . b B w n L A

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. Y Sanctions for Unauthorized Actions
£ ¥ a GDCA a b 3 F T
GDCAW iy y i a i y
Y H - a a Y1 %
A

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized

behavior.
5.3.7. - - Independent Contractor Requirements
b 6 GDCA P b, “PrLHGDCA3F ~ b 3 F No
3F. A ~ GDCA W n
, GDCA ¢ W |- P v p ~ Pb e GDCA
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For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

Record management of personnel profiles

GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. L Documentation Supplied to Personnel
P * GDCA " Prb ey Ws
. GDCA Y’
. GDCA i a 3F 1 TN ’
. GDCA ’
GDCA B n’

5 p b DV ’ 3|- ,
GDCA n L A
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During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

GDCA employee handbook

GDCA CP, CPS and related agreements and standards
GDCA technology system documents

GDCA job descriptions

Internal operating files, including business continuous management, disaster recovery
programs, etc.

GDCA security management regulations

5.4. Audit Logging Procedures
5.4.1. Hb Types of Events Recorded
0 GDCA n He v T b
- S Y WAH
1. Hb O '
2. Lo
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All major security incidents occurred in GDCA will be logged in the audit trail records. Regardless of
manual or automatic generation, these records should contain the following information:

1. The date and time of the event
2. Sequence number for the record
3. Type of record

4. Record source

5. Event recording entity

Hb -~ Pb ¢

H

1 o Ho ™ ~ a ma Ca aa A a
2 i p Ho ™ ~ 7 a %o a '
3 a nkHep” ~ w b w CA o
apo Dv I i)
4. H n n Ho'’
5 bHD™ - a- a k ’
6. CA T ] ¥ CA a ¥ CA
7. T H, v - a- it A

These events include but not limited to:

1. Management events in keyos
revocation, archiving, destruction, private key leakage, etc.

l'ife cycl e, i ncl

2. Management events of certificate life cycle, including application, approval, update, revocation,

etc.

3. System and network security events including: successful or unsuccessful access attempts for
CA system, logs generated during the daily system operation and system updates etc.

4. Security events recorded via information security devices.

5. System operating events, including creation or deletion of permission, configuration or

modification of password.

6. Access to CA facilities, including the access of authorized or unauthorized personnel and

attendants, and other relevant records.

74

udi

ng

gel



Il semrannaemes

A GDCAV i 3F 170 \26

7. Management record of trusted roles and personnel, including system access application,
deletion and modification.

5.4.2. Frequency of Processing Log
GDCA W i i (I Hp ™ 0
Ne A F. “yBO n
bHP" 1 0 A

GDCA carries out log tracking process on a monthly basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs on a quarterly basis. All the
audit logs are checked and reviewed by specific personnel regularly in order to discover the
significant security and operation events and take corresponding measures timely.

5.4.3. G Retention Period for Audit Log

GDCA G F - G He ~ G
Y M A

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. G  Protection of Audit Log
GDCA U CF M>T T i T H
Hup " GDCA H L~y G-
‘ T H a ak - b A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion are strictly prohibited.

5.4.5. M Audit Log Backup Procedures
GDCA
M A ’ U T n p A

GDCA6s audit tracking doc u opentiors anchmamtenange teamedd o u t by
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auditor for the archiving of audit log and audit documents monthly. All documents including the
latest audit tracking documents should be stored in secure disks and stored in a secure document

library.
5.4.6.
GDCA 1
1) i ’
7) ) ’
3) il '
4) H
5) it ’
6) L
7) a n ’
8) i1 A
GDCA g i

The GDCA audit log collection system involves in:

1
2)
3)
4)
5)
6)
7

8)

Certificate management system
Certificate issuing system

Certificate directory system

Remote communication system
Certificate accepted and approval system
Access and control systems

Security system of website, database

Audit Collection System (Internal vs. External)

Other systems considered by GDCA for necessary audit.

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. Hbp Notification to Event-Causing Subject

GDCA 0 D - Dp " o )
G 0 % A Dp VENC) Dp
Fa ~~ A

GDCA _ Hip r A
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When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. T Vulnerability Assessments
CA a 1. a [ Ne ~
G Y T T eb’ * GDCA
Ty A

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
i mmedi atel y. | f s 0 me remedliadk GRCA sml daunchasysietn vulnerability
assessment each year in order to reduce the risks of system operation.

5.5. Records Archival
5.5.1. Types of Records Archived
GDCA Y s Hwm 7 Prb 6
1. " g ’
2. " i L
3. " ) n F %o H b i R
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GDCA archives the following events, including but not limited to:

1. Certificate system constructed and upgraded documents.

2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of certificate
service, the certificate subscriber agreement.

4.  Audit record

5. Certificate Policies and Certification Practice Statements.

77



Il semrannaemes

A GDCAV i 3F 170 \26

6. Employee information, including but not limited to background investigation, hiring, training,
etc.

7. Various external, internal documents of the review and assessment.

55.2. G Retertion Period for Archive
G b e b A & b Hp n He
T G | n TOW A
1 i o HuD G 10 y:: A
2. CA il P Hup 16 b 6 CA Wl
A
3. i G b 6 i 10 A
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For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for more than
10 years.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not less
than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 10 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.

5.5.3. p G Protection of Archive
G yWh Tb At T n
G~ G WeH L ~o "7 GDCA 3}t Ty A

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. D M Archive Backup Procedures
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Electronically archived records generated by the systems will be backed up weekly. The backup file
will also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. Requirements for Time-Stamping of Records

GDCA - b. © ¢ A

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. Archive Collection System (Internal or External)
GDCA CPS 54 Thb A
Ne o rn O b 6 GDCA A

GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included in
GDCA system.

5.5.7. H Procedures to Obtain and Verify Archive

Information

>

GDCA n Nez G GDCA H 2@
H - 2@

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCAb s
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archived information respectively. While obtaining the complete archived information, comparison
of the 2 copies shall take place to confirm the integrity.

5.6. F Key Changeover
W[ vy | GDCA i v i A
T H GDCA” & ACA Y
VS
1 W i FA 0O W @ G CA n,
W wdn [ A
2 A D W i 7/ a CA 0 CRL |

3 CA Y H A
4. T 0 CA A
5. G @ na #z  b¥% Hk A

GDCA i KM 3 F ¥ A * GDCA

077 @ i
. ’ E GDCA i’
, ’ E GDCA i’
’ E GDCA i A

5

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key replacement must comply with the following
principles:

1. The new subor di na tbeissued before the eadaof tieedife cyeenobsubordinate
certificate, which ensures that all subordinate certificates are expired as the CA certificates
expired.

2. Before expiration of the original private key, CA continues to sign CRLs with the original private
key until every certificate issued by this CA expired.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.

The update of certificate key of GDCA administrator is applied by the KM services administrator.
During the key replacement, CA should issue three new certificates:
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GDCA certificate with new public key signed by new private key;

B

GDCA certificate with old public key signed by new private key;

B

GDCA certificate with new public key signed by old private key.

B

5.7. b Compromise and Disaster Recovery

5.7.1. H Incident and Compromise Handling Procedures
Wl H 0 ' " GDCA W |

H T
1. GDCA

) : W H A
In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:
1. GDCA system fault treatment specification.
2.  GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

5.7.2. a » / Computing Resources, Software,

and/or Data Are Corrupted

GDCA 3+ 11t a oi vz M L o3
A © H a b L Fa »
a b"  z “ GDCA 7 A

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.
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5.7.3. r Entity Private Key Compromise Procedures
A u " )" GDCA 0N Y n ‘
1. GDCA oD 3F ask b a i A
2. “ Ne n i H A
3 a b ) T oW i CRL
A
4. f n ) b A
5. 3 F D~ A
6. GDCA3 F Db P~ t s w GDCA ns3t
b 3 F i A

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification systemds password is changed by
operators and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA busi neswill be goeelytarmthefs conf i gu
GDCA security business operator or administrator.

CA a a * GDCA * Hup v
n v 7 F T L2 %A CA it~
w Oyn ‘
1 ‘ F WE i1 h - i T E
' ) Q  # i A
2 ‘ Ty b FoT A
3 ‘ 0 i CRL OCSPH ~t i u
A GDCA A
4. 7 R GDCACPS ¢ #1 0 v 0" i

W BT CA A
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5. GDCA " N 1 GDCAH a F aHTTP

0 A
When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the

relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect

2. GDCA notify the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

T CA ¥ a a a 2 Y b
CA °

1. 4 GDCA i - 0 i A
2. GDCA F WE i1 h v

[ B = ) A i A
3 4 Ty " b o0 Fo A
4 ‘ 0 i~ CRL OCSPH ~t i W

A
5. T CA i 0 ~ GDCACPS ¢ #1 0 } 0
i A
6. GDCA w0 y GDCAH a F AHTTP
0 A
i TF a a3 - -
GDCACPS A i v i A

If private key of GDCA Subordinate CA is missing, tampering, cracking, leaking or used by
unauthorized third parties suspiciously, Subordinate CA should:
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1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect userds

3. GDCA notify the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

When private key for subscriber certificate is damaged, missing, cracking, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. 3 F Z Business Continuity Capabilities After a
Disaster

GDCA 5714572 573T - i wm L
24 Hp N 3t A

3 F CA/ " CA/Browser Forum
www.cabforum.org) M 16 Ne A

0 it 17y ¢ 24 o i o
M T 6 24 P LR FA

After encountering the disaster described in section 5.7.1, 5.7.2 and 5.7.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

The enforcement of business continuity meets requirements of Section 16 guidelines published by
CA/Browser Forum at www.cabforum.org.

If natural disasters or other catastrophes cause that certificate status service cannot be recovered
within 24 hours, GDCA will use remote backup computer room facilities, and recover certificate
status service within 24 hours.
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The reason of GDCA termination event can be key damage or non-key damage. Key damage may

be resulted from the loss of GDCA root key, and non-key damage reason may be related to

commercial factors.

Before termination, GDCA must:

1)
)
®3)
(4)
()
(6)
()
(8)
9)

Arrange the business to undertake;

Draft GDCA termination statement;

Notify the entities that are related to GDCA termination;
Shut down subordinate LDAP;

Certificate revocation;

Treatment of archive file record;

Termination of certificate authority service;

Archive main LDAP;

Shutdown main LDAP;

(10) Dispose the access of GDCA business administrator and GDCA business operator;

85



Il semrannaemes

A GDCAV i 3F 170 \26

(11) Process and store sensitive documents;

(12) Remove GDCA mainframe hardware.

G i (' GDCA s M bW
b GDCA 0 L= ¢ [ GDCA GDCA
"G (R GDCA  GDCA
Y i  GDCA A

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

5.9. n Data Security
n . CA " CA/Browser Forum www.cabforum.orgo
M 16 Ne A

Data security meets requirements of Section 16 guidelines published by CA/Browser Forum at
www.cabforum.org.

6. n L Technical Security Controls
6.1. b Key Pair Generation and Installation
6.1.1. Key Pair Generation
6.1.1.1. CA CA Key Pair Generation
CA n T e  H. h %o
" T A a a a wm FIPS1402 %o
T A 6 FIPS1462 %o h " %0
¢ H - FIPS1462 %o G v
TF R AN A L A ¢

h a A
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The key pairs of CAs are generated within the cryptographic devices approved and licensed by

OSCCA, in a physically secure environment and under the control of multiple trusted persons. The

generation, management, storage, backup and recovery of the key pair shall comply with the

relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by

OSCCA and OSCCA implementsa st ri ct management of stateds crypto
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the

product manual of the device is for your reference. Hardware Security Module used for key

generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.

6.1.1.2. Generation for SubscriberKey Pair
¢ EVSSL i~ G A
G EVY i~ L %o ) Ny b
L ¥ a o D * GDCA n o DD
A

For EV SSL certificates, subscribers6 key pairs are generated and kept by the subscribers
themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers thorugh secure channels.

6.1.2. D Private Key Delivery to Subscriber

b D A

Subscriberds private key is gener atG®OAdbeg nohneesl/ her own
to send private key to subscriber.

6.1.3. E D W 0 Public Key Delivery to Certificate Issuer
RA PKCS#10 i H i D’
Ty E ‘ GDCA 0 A GDCA o @
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Subscriber and RA send request information, which contains public key, in digital form encoded as

PKCS#10 or other packing format with digital signature to GDCA for issuing certificate. The
subscriberds signature on the request is authenticat et

6.1.4. F E D w CA Public Key Delivery to

Relying Parties

GDCA E - GDCA CA i 3FCA WT” GDCA
0 A GDCA [ GDCA |7; D E YL oo
W a A

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate,
and published via G D C A Website. Subscribers and relying parties can transmit public keys by
downloading them from this website.

6.1.5. %0 Key Sizes
GDCA RSA 20488 ~ ECC W 2568 A
. CA/ " CA/Browser Forum www.cabforum.orgi
M 95 Ne A

The key size of RSA is at least 2048 bits. The key size of ECC is at least 256 bits.

The key size meets requirements of Section 9.5 guidelines published by CA/Browser Forum at

www.cabforum.org.

Public Key Parameters Generation and

QiR

6.1.6. E

Quality Checking

~ -

E a a %o Y D : oy
av \ auUSBKewylC\ 0~ - %A GDCA
w o P 1A i = n A

G O v %o = ¥ P

Yoy av V| aUSBKewICV AGDCA uw ' S \

a [V n A

Public key parameters must be generated in encryption equipment and hardware medium
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approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards. Of course, GDCA considers that built-in protocols,
algorithms for these devices and medium have already met sufficient level of security requirements.

6.1.7. a Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA 0  X509v3 it~ = T b RFC 5280 %o
(Intemet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002) A
GDCA 1 0 # o v T Wi

a A

X.509v3 certificate issued by GDCA contains key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage.

6.2. G L Private Key Protection and

Cryptographic Modul e Engineering Controls

6.2.1. %0 L Cryptographic Module Standards and

Controls

~ ap o

GDCA . @ GM/T 00282014
n T %b FIPS 1402 %  ACA . FIPS
1402 72 # il a . FIPS142 w # A

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GM/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.
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6.2.2. ; ' m n” Private Key (n out of m) Multi-Person Control
GDCA a a a ™ b N A
v Ne [ 5P T [ i
0w \ ~ PIN ~ b A

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. Private Key Escrow

GDCA b "H “3b L FA

GDCA does not escrow private key and doesn't provide the escrow service for subscriber.

6.2.4. M Private Key Backup
CA M New H MY A M~ w
Ma n ™M T Lb "A
A M A M A
n M F M B M WA

Private keys backup for CA includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.5. Private Key Archival
T H G G Y Ne 272 ™
No# v v G T T L TA
[~ GDCA 10 p b A

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.
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6.2.6. Fa -~ Private Key Transfer Into or From a

Cryptographic Module

T A T b FA
CA i M CA T ¥ v
cv CA LA ™ [ T3 LA
GDCAb L » T * “3b'H bA ¢
) T il F i - B
¥ . o DG L A

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also
under multiple person control.

GDCA does not provide the export of subscriberds priv:
and allow this operation. As for the private key stored in software cryptographic module, and if

subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export

with access control such as password, etc.

6.2.7. O Private Key Storage on Cryptographic
Module
CA Y h %o )
TA » . FIPS 140272 %o n A
¢ n UEVH i ) . FIPS 142
%0 n A

The private key of CA systems must be stored as cipher form in a Hardware Security Module
approved and certified by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.
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6.2.8. Method of Activating Private Key

CA ¢ b T i CPS 6.22 No= ~
e IC \ p: T 3 o \ ~ PIN

The private key of CA is stored in Hardware Security Module. Its activating data is split according to
CPS section 6.2.2 and stored in IC card, etc. The method of activating private key is as follow:
Three administrators are present at the same time and insert their cards and input their PIN codes.

6.2.9. Method of Deactivating Private Key

: A

323
333

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

6.2.10. Method of Destroying Private Key
bP a b E | il i G
D ¥ p- H D v ' P bpw p~
Hv IC\ w A G PIN aIC\
3 A

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

6.2.11. T Cryptographic Module Capabilities

~ ap ~

GDCAgq, %o A

GDCA uses the cryptographic products approved and permitted by OSCCA.
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6.3. [ T Other Aspects of Key Pair
Management
6.3.1. ‘E Public Key Archival
ao ‘E G ~ G \E H v ~
G 0 n E H A
[~ GDCA 10 p b A

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.3.2. hn b a Certificate Operational Periods and

Key Pair Usage Periods

i . CA "~ CA/Browser Forurf www.cabforum.og 0
M 9.4 Ne WA
E a i "p b nG W A

G i 7 i p v @ v a

b i Ar ~ uwaG i b H "y v
E a Ty i Yy A

G v Wi E =7 i p "y v H T E a

b i Ar ~ uw=aG i p v H "y i}

a Ty @ y A

The certificate validity period meets requirements of Section 9.4 guidelines published by
CA/Browser Forum at www.cabforum.org.

s i CA i~ | - G n 7
"H a | i Ap b a A
6 b Wi "H i a 7
G RSA40968 CA i~ i "H a 30
G RSA2048B CA i1~ i "H a 27
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6 ECC3848 CA i~ i "H g 30

¢ ECC2568 CA i~ i "H a 27

¢ RSA3072 EVAq 7 "H a 39e

G RSA20488 EVSSL F 7 "H g 398
¢ ECC256% EVSSL F o "H g 398 A

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But t he key pair candét be used in

For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

For RSA 3072-bit EV CodeSigning certificate, the maximum usage period of the key pair is 39
months.

For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 398 days.

For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 398 days.

6.4. Activation Data
6.4.1. * Activation Data Generation and Installation
e n~ * G n~ Tt @
a & a3 a A a A
CA v T No~ w T H
aNeb g A T 6l # oD Yy H
L "aUSBKeyalIC \ oD n~ n A
GDCA™ T 6l @ o Dy H L 73
USBKeya IC \ o D n~ nw v A -
n~ YD ! F ‘ A 6 W
a * GDCA k A

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
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Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generate
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier, delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

u G oD b [
1] 128

u o W @

ua b 7

u b

a a a

u 90 k W

i b b

u 90 W

u 0 p

u i 5 4

0 All the protection passwords should not be guessed easily

U Contain at least twelve characters

U  Contain one number and one letter at least

0  Not contain many same characters

0 Not be the same as operatords name
0 Not use birthdays, telephone numbers

0  Modify the password in at least 90 days

i Cannot be the same as the four passwords before

0 Check username and password every 90 days

0 Remove inactive account within 90 days

0  After failed 5 times login attempt of certificate system, the account is locked

6.4.2. G Activation Data Protection

~ ~

95



[] ﬁﬁﬂﬂﬂfﬂ_!iﬂ‘if’\ﬁ E‘Elz‘ﬂﬁ!

LF Rt GDCAEV i 3F 7 W6 7
O No=~ A
r],\ |7lu o G v 4] Y
- A i a o9 PIN G -
G 109 PIN - 5 A o a G )
i 6A w=x _ 3F n i
k A

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber 6s activation data must ebveonmpr arglrbat e d in tF
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber

uses a password or PIN to protect private key, the subscriber should take good care of password or

PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to

protect the private key, the subscriber should also pay attention to prevent his/her biological

characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of

business systems, activation data should be modified regularly.

6.4.3. (0 Other Aspects of ActivationData
D G 1nm D TOex aé ak a
s a A
b © G 1 ThOc k& A
a o H a No
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13 G i o D w A

22 6 G ICV aUSBKey o D~ 3 F
3yl 7 a 3e k A

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used shall be destroyed and protected from

theft, disclosure or unauthorized use during the destruction. The result of destruction is that some

or all of activation data candtthebesidual imormatienrandd di rect | vy
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:

1. The password used to apply for certificate becomes invalid after successful application.
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2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three months
after the validity.

6.5. n L Computer Security Controls

6.5.1. # n Specific Computer Security Technical

Requirements

GDCA H n - & i [ S o Ta
3 H. . E & F W 1° & I1SO27001H n % Y
tir 7 H n % L Fn a f - Ay
3 Ah n S VI a L3
La. Neo a L A

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA; "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

H i L~ w B 7’ CA aRA ~
Ne W - Ly b A
a0 DY I i A
H n L ~ GCA » ) n~ H b
wi | A

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable

and will not be accessed without authorization.
Li Ne ~ LiT A Ne = y

- L * * A7 CA bb T a b a
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Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can

access the CA database using password.

The system security meets requirements of Section 16.5 guidelines published by CA/Browser

Forum at www.cabforum.org.

6.5.2. n T Computer Security Rating
GDCA i U n
GDCA 3 i n-

N “ " T . .
i n A A

GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the

authentication system and system security when necessary.

6.6. L Life Cycle Technical Controls
6.6.1. 0 L System Development Controls
GDCA 0 Y AL 1
1. L F T oq - b H ’
2. L E*p i L
3. 0 0 H W G ’
4. 1 s M’
5. %2 ’
6. n Ne ~ ;
“GDCA » 0 b T a  1SO15408  %e v 7s
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0 LA
Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be deployed

to production environment.
4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. n L Security Management Controls
GDCA H n H v
b A
GDCA a | H L~ H
n a =~ kv k T W Law A
GDCA b A
GDCA W r L Ty k A
o) [ T w n i # T
n Av | v H n L Ly
a A
GDCA D I 2 A
i n H A

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has strict control measures, and all the systems can be used only
after being rigorously tested and verified. .Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses a flexible management system to control, monitor system configuration and prevent

unauthorized modification.
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Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. n L Life Cycle Security Controls

GDCA p i 1 1T = & b

A

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. n L Network Security Controls
GDCA n L G ~ «
LA
7 b i a i " bw ot A
7 GDCA ~ GDCA i F aGDCA i F & GDCA
DT A
uzu G n~ GDCA 3 F VR a n a
- - A n “ .
Yy ° v G A

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. Time-Stamping
GDCA ¢ _ RFC 316A 5816y | Authenticoe F* h G 9
AGDCA 3 F NTPY b F A
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GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,

mai nly used for code signing, and the system time of

this time stamp service through Network Time Protocol (NTP).

7. na #n ! i \ Certificate, CRL, and

OCSP Profiles

7.1. i Certificate Profile
GDCA i ITU-T X.509v3 1997* H - e -

~ 1997 6 " % RFC 5280 Internet X.509°E i CRL " 1999
1 "A
EV i ’ X.509vl " i VARY, L ® A
GDCA CSPRNG G Of W 648 ! 17 A

GDCA certificate format is in accordance with ITU-T X.509 V3 (1997): information technology --
open systems interconnection -- the directory: authentication framework (June 1997) standard and
RFC 5280: Internet X.509 public key infrastructure certificate and CRL structure (Jan1999).

EV certificate contains at least X.509 V1 domain, its specified values or value restrictions are as the
following table described.

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

-EV @
VARV L
X.509 i T vy V3
L i W
0 i a ~ CPS 713 -~
0 DN 0 #
G (UTCcy . *  RFC 5280
G (UtCcy . . *  RFC5280
CPS LA
h DN i r g 7
CNa OUa Oa streetAddress postalCoda La STa Ca serialNumbeg
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businessCategofy1.3.6.1.4.1.311.60.2.11a 1.3.6.1.4.1.311.60.2.1 2
1.3.6.1 .4.1.311.60.2.8A

RFC 5280 ~ a CPST ; CPS

Basic domain of EV Certificate structure

domain

Value or value limitation

Version

Format version of X.509 certificate” the value is V3

Serial number

Unique identifier of certificate

Signature Signature algorithm for issuing certificate” see CPS section 7.1.37
algorithm
Issuer DN | ssuer 6s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC),Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CPS specified.

Subject DN DN of certificate holder or entity, including:
CN,O0U,0,streetAddress,postalCode,L,ST,C,serialNumber,businessCategory,
1.3.6.1.4.1.311.60.2.1.1,1.3.6.1.4.1.311.60.2.1.2,1.3.6.1.4.1.311.60.2.1.3

Public key Using algorithm specified in this CPS and according to the encode of RFC
5280" key size meets specified requirements of this CPS.

7.1.1. Version Number(s)
GDCA X.509 V3 " N H i o) A

GDCA certificates are in compliant with X.509 V3 certificate format. The version information is listed
in the version field of the certificate.

7.1.2. i Certificate Extensions
GDCA 3 X.509V3 n %o %o Y ° oa = H N
i IETF RFC 5280 %o .. Guidelines ForThe lIssuance And
Management Of Extended Validation Certificates A
1. i
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. W 17" SerialNumbet
4 GDCANe i A
, Signaturé
GDCA 0 i A

. 0 " Issuef

O W CA X500DN Av GDCANe v a a

a ay B a

CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
, i ~ Validity™

i v Yi A
a o i p A
, i " Subject

i X.500 a a ay B N
" email @, H
, i E H subjectPublicKeyInfo
i ‘E H H " ‘E v' E

a A hash A

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions. The certificate extensions follow the IETF RFC 5280 standard, and
conform to the requirements of the Guidelines for The Issuance And Management Of Extended

Validation Certificates.

1.

This field describes the version of X.509 certificate.

certificate standard items

Version

Serial Number
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The serial number is a unique integer assigned by GDCA to each certificate.
Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
Issuer

B

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name.

CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must be
checked each time using certificates.

Subject

B

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

Subject Public Key Info

B

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

2. "

. 0 ~ Issuer Unique Identifiér
W a X.500 G @ Y Y W

0 X.500 A

. h " Subject Unique Identifiér

W e X.500 G @ ¥ Y Y W
i X.500 A
, (key usage)
N ‘ b7 . v - v - .
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CRLD

GDCA CRL O A
2. Certificate extensions

Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

Subject Key ldentifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

Key usage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature) of the key contained in the certificate.

CRL Distribution Points

It refers to CRL Distribution Points specified by GDCA.

7.1.3. Algorithm Object Identifiers

GDCA 0 T 4 sha256RSA sha256ECDSA

The signing algorithm identifier of certificate issued by GDCA is sha256RSA and sha256ECDSA.

7.1.4. Name Forms

GDCA © i o . X.501 Distinguished Name(DN)
£ A

EV SSL/TLS i h b FeEr-cir ¢ ) “i/7i
T Ky W ab a b p A

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

EV SSL/TLS server certificates cannot onlgndcodt di f emet g9
characters and/or any other indication that the value/field is absent, incomplete, or not applicable.
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7.1.5. L Name Constraints

b A

Not applicable.

7.1.6. i Certificate Policy Object Identifier
GDCA 0 EV i ~ i '
EVSSL i * 1.2.156.112559.1.1.6 i1 2.23.140.1.1
EV 9 i * 1.2.156.112559.1.1.711 2.23.140.1.3
i . CA/ " CA/Browser Forur www.cabforum.org0d
M 9.3 Ne A

EV certificate issued by GDCA shall contain the following certificate policy object identifier:
EV SSL policy object identifier:1.2.156.112559.1.1.6 .1 and 2.23.140.1.1
EV code signing certificates policy object identifier: 1.2.156.112559.1.1.7.1 and 2.23.140.1.3

Certificate policy object identifier meets requirements of Section 9.3 guidelines published by
CA/Browser Forum at www.cabforum.org.

7.1.7. L Usage of Policy Constraints Extension

b A

Not applicable.

7.1.8. y Policy Qualifiers Syntax and Senantics

b A

Not applicable.

719, 7 7 Y Processing Semantics for the Critical

Certificate Policies Extension

b X509 PKIX WA

Conform to X509 and PKIX.
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7.2. i ! CRL Profile

GDCA 0 CRL a A

GDCA issues CRL regularly for the subscribers to query.

7.2.1. Version Number(s)

GDCA i ! X.509 v2 i A

CRL issued by GDCA is formatted in accordance withX.509 V2.

7.2.2. CRL CRL CRL and CRL Entry Extensions
GDCA i I ~ CRL We F i
.  ACRL 0 CA GDCA 0 CRL 0 i
H A
. CRL - CRL H ~ GDCA X.509V3 i
CRLV2 A
; " GDCA sha256RSA sha256ECDSA A
. o 0 DN ~ a a a aile
A
. ‘ W@ I v™ oy CRLO A

% La “A
. mLo mLe A LT i L i
A
. 0 " Issuer Unique ldeniiér" CRL':
E A £ W CAa b A

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

Signature algorithm: GDCA adopts shal RSA,sha256RSA, sha256ECDSA, and ECC
signature algorithms.
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Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

Effective time: It refers to date/time which indicates CRL issuing time.

Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

Certificate Revocation List: It refers to a list of revoked certificates. The list contains certificate
serial number and certificate revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. i \ OCSP Profile
GDCA IETF PKIX b 0 We i \ (Online Certificate
Status Protocol OCSP RFC6960 \ H=3uW %0 H Y
i LA GDCA 4/ OCSP GDCA
0 OCSP b “4” a GDCA i + AGDCA
0 OCSP Y n OCSP p
. Version a OCSP N ' GDCA 7 Ny
vi A

signatureAlgorithtn 0 OCSP ’
responderld 0 OCSP A 0 E SHA1 v n o #

A
producedAt OCSP ’

. Signature OCSP A
. Nonce{ ) T W @ requestExtensioris
T responseExtersni T ~ W - DA
i C T a A

5

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
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SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

ResponderID: ID of entity who issues OCSP. It consists of SHA1 of i ssuer 6s public ke
of certificate.

ProducedAt: Date and time when OCSP response message is generated.
Signature: Digital signature of OCSP response message

Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

Certificate status: The latest status of certificate, including effective, revocation and unknown.

7.3.1. “  Version Number(s)

RFC6960 y OCSP A

The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP OCSP Extensions

b A

Not applicable.

7.3.3. OCSP Processing of OCSP Request and Response
We OCSP ~ y¥ AW a F a i "
A
P e H ~ OCSP F 7.
. H
, F L F
. Y F H ~ Kv Wa Q_ o * H OCSP
F7 We H 1T U@

An OCSP request contains the following data: Protocol version, service request, target certificate
identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:
Information is formatted correctly
The response server is configured to provide the request services

The request contains all the information needed by response server. If any pre-condition is not
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met, the OCSP server will return an error message. Otherwise, it returns a determinate

response.
GDCA # U “ h ©o
7 3 3 A H YA Ne
. F
. 7
H !

5

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

Reply syntax version

Response server name

Response to the request client certificate
Optional extensions

Signature Algorithm object identifier

The signature after the response information is hashed

¥ - OCSP F w We#®  H ~ H GDCA 1

cn:

A¥ H h =~
malformedRequest
. P " internalErrof
P T trylatef
sigRequired

unauthorized)

5

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

malformedRequest
internalError
trylater
sigRequired

unauthorized
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8. [ T T Compliance Audit and Other
Assessments
8.1. T Frequency and Circumstances of
Assessment
GDCA La a b La ’ W Ty
0 ’ b %08 W o P
W T Nez 0 3% EV SSL F i
EV i Ty G 7 a n - A
P T ° GDCA HF WebTrust
CA 5 T
13 T, 1aé = w1 -
W i h T A
23 GDCA h a " %o CPS
F~ P T v WP T v GDCA
O r © RAAT ~ T A
3a GDCA HE WebTrust CA t
W T A
43 GDCA W T bT #p b vT He O
. [ ) T a 3 yi °
- T < a n a [ n %A
b CPST™ CA/ " CA/Browser Forum
www.cabforum.orgo M 17  Ne WA

GDCA audits physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly to ensure
the reliability, security and controllability of certification services. And shall extract at least 3% of the
EV SSL certificates and EV code signing certificates respectively for sampling evaluation.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.
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1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state& authorities,
the specifications of state® relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in this CPS and be accordance with guidelines Section 17
released by CA/Browser Forum at www.cabforum.org.

8.2. T Identity/Qualifications of Assessor
GDCA p *  GDCA n w T v
T b A
GDCA v i yn '
1. oA 3 T T3
2. = H nr a H n a PKI a %o b
3. i F3 i
4. i

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation.

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.
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83. T b T H v As s es s otobship tRe | a

Assessed Entity

18 GDCA b astk azk b b Bb
nA
23 T H ¥ 3h a o yT i ) GDCA H
T Kv 3Fa F v i Ky #E Y T
CT Y AaE a GDCA TA

1la Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2a The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business interaction,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

8.4. T p  Topics Covered by Assessment

GDCAT b” yWp

13 n [ "HNe ’

23 b L [H ’

3a H CPS 3 F n 3k’

4a N a i ’

53 ir” n A

o Huk WebTrust For CA *  GDCA A
GDCAG6s audit contents include:

1a Whether the security strategy is fully implemented
2a Whether operation procedures and processes strictly followed

3a Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4a  Whether all kinds of logs and records are preserved and if there is any question
5 I f thereds angcurttrisker potenti al s

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
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requirements of WebTrust.

8.5. b b 0 Actions Taken as a Result of
Deficiency
G T - T ' K
3 F © A N T
3 F b A
¢ GDCA Y v i CPSI GDCAL
iT3k W™ GDCA 3y L ~ i YA B
GDCA 3 F A3k W H Y ~ GDCA
3 F A
HuF T “GDCA T b v TP
TA

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA6s audi t report, i f they

business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

86. T D 0 Communications of Results
GDCA \ y i i noy
-7 n * GDCA 1| A
2 HF T TG ' www.gdca.comcn
E Akyv 2 T T sOH T Huco
GDCA - GDCA s ' GDCA G
z A

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.
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If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

9. K T13F Other Business and Legal Matters
9.1. Fees
9.1.1. W 0 Certificate Issuance or Renewal Fees
GDCA” L S i 0 i
%o 3 ’ A % P 4b % ' W~ GDCA
r b r Fb n A
GDCA T E GDCA E E bW “yV T E
Y %OA

GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. In the standard range of the charge, namely not exceeding the upper
limit, GDCA has the rights to launch different charging and discount policies targeted to different
subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. i Certificate Access Fees
i p- i H * |k ebcAab b A
¥ ” GDCA " GDCA b \ 0 0
A
i Kv i, =~ GDCA wi www.gdca.comen
3 YE A

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
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website (www.gdca.com.cn).

9.1.3. ] H Revocation or Status Information

Access Fees

GDCA ¢ i S SV A ¥ v
GDCA 0 * GDCA b \ O v} A
H Kvi ~ GDCA wi

www.gdca.comcn': 3 Y 'E A

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. 1T F Fees for Other Services
13 GDCA ¥ CPS it 7 b3 » “GDCA
o v A
232 GDCA v i 0: T 7 F GDCA b i
r N T E A
3 i1 GDCA " L F “ GDCA wi E ~t
A

13 If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2a GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3a Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. Refund Policy
GDCA 0 R VI W Ty -
GDCA b K v A
b 0 T~ GDCA H b A
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GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes setificates,r GDICA wib snmediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. K Financial Responsibility

9.2.1. G Insurance Coverage

F UL GDCA TR au Y GDCA

& Kk~ © ~A
. GDCA i 0 Y S I W i ’
) VD¢ YH " GDCAD 0 i~ W
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If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

GDCA issues certificates without aut henticati
losses of subscribers or relying party.

If the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses.

GDCA fails to revoke the certificate in time.

The maximum compensation amount for the certificate is as follow:

Type Maximum Compensation Amount
EV code signing certificates RMB 300000 (USD46,000)
EV SSL server certificates RMB 1000000 (USD155,000 )

9.22. 11 ¥ OtherAssets

b A

Not applicable.

9.2.3. r G G Insurance or Warranty Coverage for
End-Entities
GDCA { = CPST Y aw Y GDCA
& «k° o “A GDCA Y : é A
& Lo
14 GDCA éytkb ¥ 9.2.17 G - b
G é - & s 7y GDCA ’ L ~ GDCA
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If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of

compensation are as follows:

13 All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify

relevant parties immediately after the reset.

2a GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. K @ Liability Exemption
1 HW - @ GDCAH k'
13 a GDCA o i MygkHW
1) HE a a %o H ~ b
H o
2) G GDCA 0 W o+ G
n or _°’
3) a /I a =
4) Lo )
GDCAT "N\ a Lp ’
5) a 7 a
nbw GDCA a [ T Ky a
6) i n pa n b a
7) yF GDCAi 3 ki

b PIN

F A

If one of the circumstances below has occurred, the responsibilities of GDCA shall be

exempted:

1a If one of the following obligations are violated when subscribers are applying and using GDCA

digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

119



i

GDCA

ﬁﬁﬂﬂftﬂ!iﬂ‘if’\ﬁlﬁﬁi‘ﬂﬁ!

Bobal ERgital Cuters

GDCAV i 3F 170 \26

2a

3a

2)

3)

4)

5)

6)

7)

G

n

b ®

1)

2)

The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

Subscribers have obligations to pay the service fees to GDCA and local service

acceptance points promptly.

b~ v Aa

Cr:

z A

Ne 1 ab

cr:

If the certificate has problems of issuance in error, delay, interruption, failure issuance,

suspension, or termination in all or parts of the certificate services due to force majeure.

"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,

including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

GDCA 0 a aT a
0~ Aa n Ne in F o - A
o Pb G
1) -z’
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3a If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks

4)  Equipment or network failure of GDCA
4a GDCA LY a i 3F 17

ap ~

A

43 If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

9.3. 3FH G Confidentiality of Business Information

9.3.1. G H Scope of Confidential Information
GDCA FT"YAH  wG H
1. GDCA 1 A
2. oo a r a H - " H GDCA
wG H ~~ n 3 F Y A b7
= 0 A
3. it GDCA RAG @, E H wG - b~ E
A

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA s ub s digitdl digeatui@ and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
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outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. b 6G H Information Not Within the Scope of Confidential

Information

GDCA Y I H WbG H

. GDCAD W CRLT H A
. GDCA aCPS # i T H A
. GDCA "~ ~ 7 GDCA a ~  GDCA E 0O H A

>

. i 1' GDCAH G O_o

GDCA treats the following information as non-confidential information:
Information in the certificate and CRL issued by GDCA
Information in certificate policy supported by GDCA and recognized by CPS

Information that is permitted by GDCA, only used by GDCA subscribers and published at the
GDCA website

Others: The confidentiality of GDCA information depends on particular data items and

applications
9.3.3. G G H K Responsibility to Protect Confidential
Information
GDCA G bG 9.3.1T7 G H KbykA

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

94. @, G Privacy of Personal Information
9.4.1. G Privacy Plan
GDCA i @ "G n @ G
i 1 A~ GDCA Gn« H ¢ n G %o @
36 A
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GDCArespectst he privacy of the certificate subscriberoés

comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. by H Information Treated as Private
v AT H vi i H Lo H
Y AGDCA HYWUH w i H
. p~ M~ aiyeB 0 A
. A
, H 5 A
“ A

5

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. GDCA defines

the following information as certificatesub s cr i ber 6 s pri vacy information:

R S u b s ¢ r valid eacénents number such as ID number, organization code
Subscriber's telephone number
S u b s c r indiliegraddsess and living address

Subscriber's bank account number

9.4.3. b Y H Information Not Deemed Private
GDCA H° Pb GeYWH b o H
. aisp A
. £aiB A
. H A
A

5

The information of certificates subscribers not deemed as private by GDCA include but not limited
to the following:

s Subscriberés name, organization name

s Subscri ber 0sizgienmalueer , or gan

s Subscriberds postal code of mailing address
Subscriberds email address

B
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9.4.4. G K Responsibility to Protect Private Information
GDCA G bG 94.2T i Q. KbyFA

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. a H b Notice and Consent to Use Private
Information
GDCA 0 G i Q. - 0" n G
O e. H A L v [ # )
H |- GDCAG bw i (o) h e @, H L

2 7 EY e, TA

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate os @epcpersobabinfansatiop written onha |
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. W H Disclosure Pursiant to Judicial or

Administrative Process

GDCA ¢ iha "H ~ GDCA LN
H o
. H A
. Q. ¥ ¥ H A
. GDCA A
. GDCA L " H A

nf or ma

Wh e n administrative organi zation requires GDCA t o

corresponding certificates, GDCA needs to provide the following information:

s Subscriberds basic informati on

s Informatonencr ypted by subscriberés personal encryption

s GDCA website login information of subscribers

s GDCA will provide related information to law-enforcement officials in accordance with the law
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requirements.

Y

9.4.7. I TH Other Information Disclosure Circumstances

i GDCA F * GDCA 1
i Hoov o E A

IR
33>

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscri
related information to a third-party such as mailing company.

9.5. *  Intellectual Property Rights

. GDCA, G nyi GDCA P N A

. GDCA 7 D1 a az N A

. GDCA  _ v ) A

. GDCA ::E W ®H W GDCA * ~ GDCAin "H ~ 1.

b G 3 WA

. GDCAD i CRL wi GDCA * A

. w GDCA “ A

. T GDCA T ‘ £ "YW DN™ y 1 T O
r W~ v GDCA “ A

GDCA reserves and remains full intellectual property rights for all the certificates and
software offered by GDCA.

GDCA holds ownership, the right of name, the right to share the benefits for certificate
system software.

GDCA has the right to decide to use which software system.

All the information published at GDCA website is GDCA property. Without written
permission of GDCA, others cannot repost them for commercial activities.

Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
External operation management strategy and specification are GDCA properties.

The distinguished name (hereinafter referred to as DN) used to express the GDCA
domain entity in the directory and the certificate issued to the terminal in the domain
entity are the properties of GDCA.
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9.6. L G Representations and Warranties
9.6.1. F L G CA Represenations and Warranties

GDCA o T n
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i
. nT n H % " organizationalUnitNamel “A
. 0 Y i i h I organizationalUnitName T ~ H
" A
. CPS 3.2 M A
. GDCAbL " " 1t GDCAbL Fo A
i \ . CA/ 0 Baseline Requirements '
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During the process of providing electronic certification service activities, GDCA makes following
commitments:

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

Informs subscribers any known events, which will fundamentally affect the validity and
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reliability of the certificate.
Revokes the certificate acoording to this CPS.

After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)

listed in the certificate6s subject field and subject Al t Name exter
Domain Names, was delegated such right or control by someone who had such right to use or

control).

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information).

Implements a procedure for reducing the likelihood that the information contained in the
certificatebs subj e eattibute woyld beimsleadingo nal Uni t Nam

Verifies the identity of the applicant according to section 3.2 of this CPS.

Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use.

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

9.6.2. Y b G RA Representations and Warranties
GDCA Y ab = T 7
. L i Y n . GDCA CPS A
s GDCA n "bw w Y nT H b i
H bW A
Y CPS T GDCA a F A

5

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:
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requirements of

When generating certificates, GDCA does not allow the inconsistencies between certificate

CPS.

information and certificate applicant information due to mistakes of registration authority.

9.6.3. L G Subscriber Representations and Warranties
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The registration process provided for subscribers is compliant with all the substantive
GDCA®bGs

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.
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Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.
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For the EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates.

Subscribers of EV code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate is
or becomes incorrect or inaccurate; 2) thereisany mi suse or compr omi
private key associated with the public key included in the certificate; 3) there is evidence that
such code signing certificates are used to sign suspicious codes.

9.6.4. w b G Relying Party Representations and Warraties
) CPS A
. i a A
, H | i Hk A
, H i | CRL OCSP i A
., 0w G (I £y Tou
GDCA e~ f T A
. b K v GDCA'E a 1 a an T rb 6
a k 7 v - A

Abide by all provisions of this CPS.
Ensure that the certificate is used in prescribed scope and duration.
Ver i fy c er tchaih befoee trestére cettificates t

Before trust a certificate, verify whether the certificate is revoked or not through querying
CRL or OCSP.

s The relying party is willing to compensate GDCA for the losses and accept liabilities for
any loss of self or others, due to negligence or other reasons violating the terms of a
reasonable inspection.

s Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

9.6.5. i T ab b G Representations and Warranties of Other

Participants

GDCAL H *irab bEF WO

>

CPS
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Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.

9.7. G® Disclaimers of Warranties

CPS9.6.17 * GDCAb i1 Ky G HH
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Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force

majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined inks Section 9.6.4, GDCA can exempt from liability.

9.8. K Limitations of Liability
i aw GDCA t FCHO KO * GDCA
b CPS9.9 & kKA

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.
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9.9. € Indemnities

9.9.1. GDCA € K Indemnification by GDCA
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If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other

entities can request GDCA assume compensation liabilities (except for statutory and contractual

exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1.

3

GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with
error information and the error leads to losses of the subscriber or relying party.

After GDCA knows the fact that subscriber provides fake registration information or data, GDCA
still issues certificate, which leads to relying party suffering losses.

If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

v

“ GDCA & L p

1. GDCA Eykb ¢ GDCA 3t v &'
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I n addition, GDCAGs compensation |imitations

1. All the compensation obligation of GDCA shall not exceed the upper limit what GDCA can
afford. The maximum amount of compensation can be reset by GDCA based on different
situations. GDCA will notify related parties immediately after the reset.

2. For the losses caused by subscribers or relying party, GDCA does not assume
responsibilities. Subscribers or relying themselves should assume their own
responsibilities.

3. GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. & Kk Indemnification by Subscribers
1 GDCA u i - & k'
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If the following situations cause losses to GDCA or relying party, subscribers shall assume the

compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal

information, such as deliberate, negligent or malicious provision of unreal information by
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applicants when applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

5. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

6. The private key is lost, compromised, stolen, disclosed, and etc. due to not taking effective
protection measures.

7. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

8. The certificate has expired but is still in use.

9. The subscri ber 86s ciafringds fupor the iatelldctnal mropenty tights of a
third-party.

10. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. W & Kk Indemnification by Relying Parties

Y GDCA i Ty é K
1. GDCAL w \ CPST yF’

2. W CPS il GDCA1 i ok
3 b, 4 H w-ow i 8 g
i " 0 P H i’

4, W n HKkK ’
5. W CRL OCSP i A

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be

assumed compensation responsibility:
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1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. b Term and Termination
9.10.1. Term

CPS 0¥ IR CPS ’ CPS W
CPS H GDCA F A

This CPS will enter into forceat 12 wmidnight of ¢hk release date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2. Termination

GDCA Fo CPS A

When GDCA terminates electronic certification services, this CPS is terminated.

9.10.3. y4 L G Effect of Termination and Survival
CPS N * CPST p W a "~ P H
|6 H ~ CPST N K T kKQ® A

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.
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911. a b Q@ # b Individual Notices and
Communications with Participants
CPS * GDCA T H ab y

YT H A

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. k  Amendments

9.12.1. k Procedure for Amendment
GDCA w T CPS Q W CPs Gi
h [ % . CP v 3
F A
CPS k ©  CPS Q F k *  GDCA ¢ W
% ~ CPS Q k ~ k CPS  GDCA W
%o b A

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

9.12.2. L Notification Mechanism and Period
k CPS %o 4 GDCA www.gdca.com.git 0 A G
paHpPa k -~ GDCA o "N
- G 7ot A

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

136



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDC/EV VI 3 |_ 1 ~ \2.6 ~

9.12.3. k 3F Circumstances Under WhichCPS Must be
Changed
GDCA CPS k © 'CPST "p b bW
3 F A

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.12.4. T Object Identifier Modification

<

cPSO k - 7 by
£ A

When the CPS has modified, its corresponding certificate policy object identifier will not change,
and only increase the version identification code.

9.13. Ju Dispute Resolution Provisions
GDCAa i1 au ‘ N Y | VR N | _
1. CPST v K
2. GDCA ~ b I
3. A P _
4. kv b GDCA CPS 1 kv /U 1 GDCA
Y A

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS.
2. GDCAOGs rel ated depar t nmoordinatingamthethe applEgne.nsi bl e
3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.
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9.14. Governing Law
GDCA  CPSi eTy., v 1 @ +
w1 A

The CPS of GDCA is governed by the | aw of #@AElectronic
Chinad and the regulation of HAMeasures for the Admini
promulgated by the country.

9.15. b " Compliance with Applicable Law
GDCA it aw rov 5yl v a GDCA i~
CPS a Ty, ° Ak v b GDCA
Y CPS 1 kv /U~ Ty, ° A

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
l aws of t he P e dcdChihacAmsdispuepinvdvied by GOICA and its RA in relation to this

CPS should also be compliant with | aws of the Peopl eb:
9.16. W Miscellaneous Praisions
9.16.1. \ Entire Agreement
GDCA CPS o a ahrp 3 NA™ @
he p k np n o QO N GDCA
Ty A

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main content will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2. Assignment
GDCA  ~ CPST e\ 2 HEN Hy, ~
* z gt A w0 b [ : W
Kv VFT K A

GDCA represents that, according to the rights and obligations of certification entity parties detailed
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in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. Ne=s  Severability

ao

CPS K i ¢ b GDCA \/ I o
W bi z ~ GDCA™ Yy v 1 k al
T e Nebi * GDCA k p A
k 0 #iH[FGDCA © P question@caiorum.ory
CAB CPST k H ~ i 0 E° bl ¢ E"
| " https://cabforum.org/pipermail/publich
bP CA/B k ~ a GDCA .. CAB
Baseline Requirements T TKv GDCA3 +F Db b'P
A 3F b v ~ GDCA CPS k ~ T cAB
9 p A

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to question@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modi fication to GDCAOG6s practice enabled under this
law no longer applies, or the requirements published by the CA/B Forum are modified to make it

possible to comply with both them and the law simultaneously. An appropriate change in practice,

modi fication to the GDCA6s CPS and a notice to the CA
made within 90 days.

9.16.4. L Enforcement
GDCA - n auw r GDCA CPST b
Y r b l T A

GDCA declares that if the subscribers or relying parties did not execute any item within this CPS, it
should not be consider that they need not to be executed in the future.
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9.165. b~ z Force Majeure

GDCAb Jua a a i b z Hp CPS

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17.1 1 Other Provisions

GDCA CPSi A

GDCA has final interpretation rights to this CPS.
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Appendix 1: Certificate information

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
Common Name = GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe fO 47 ea 7a

Validity Nove mR&r0 1t40 Dec8mhbe4d40

SHAL digest= 0f 36 38 5b 81 1a 25 c¢3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV SSL CA

Serial Number = 02 92 33 24 6b c6 31 4b

Validity Apr6210,1t60 Dec S8mbe 80

SHAL digest=c6 7a 61 4f 23 42 18 b7 9f be 91 40 c0 33 dc aa 73 2a 5c 4f

GDCA TrustAUTH R4 EV CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV CodeSigning CA
Serial Number = 63 54 b0 a6 5 ff 59 2a

Validity Apr72l0,1t60 Dec Smb e 80

SHAL digest= d5 6c¢ 4f fb 6d c9 d1 c2 6d 98 a0 57 2a 75 24 80 71 cf 72 9d

GDCA  TrustAUTH
CodeSigning CA

R4 Plus EV

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 Plus EV CodeSigning CA
Serial Number = 7f fb 74 f9 52 d0 e0 e2 c2 b9 6b 08 e3 ec ed 50
Validity J un2e92 0 2t20 Dec 8 imb®3I 5

SHAL digest= 502 01 72 c8 88 84 63 a7 0a 51 64 73 f2 15 05 42 65 36 dc

n R5 CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.

141




I senrmsnnmnas

GDCAV i 3F 170 \26

Common Name = 9 R5 CA
Serial Number = 2e d9 58 82 91 39 ad 07
Validity Mar c3H2 0 1t6o0 Dec Smbe a4 0

SHAL digest= 23 eb 1b a4 64 71 al e7 €9 f2 db 57 01 fe f8 f2 f8 Oc aa €9

1 RAEV + n CA

Country =CN

Organization= Global Digital Cybersecurity Authority Co., Ltd.
Common Name = 9 RAEV + n CA

Serial Number = 64 35 81 b4 22 {5 d1 06

Validity Mar c3H2 0 1t6o0 Dec Smb e 8 0

SHAL digest= 0d 9d 15 af 72 5b eb a2 27 c4 29 43 23 10 c5 53 b7 b8 9b d3

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E5 ROOT

Serial Number = 1a f5 1f 4d 2c da bb 53

Validity Mar 22 0 1téo Dec 8B e 4 0

SHAL digest= eb 46 6c d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E4 EV SSL CA

Serial Number = 0c 50 cc c1 d3 7 14 7f

Validity Mar i3H2 0 1t6o Dec 8B e 8 0

SHAL digest= 1f ae a7 c¢3 5e 84 b9 5a 55 f6 ¢7 d7 fd 2f e5 21 ea 77 72 59
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Appendix 2: GDCA EV CPSRevisionRecords
k V2.5 V2.6
1.2.1.GDCAEV i W e O CA i~ GDCA
1 GDCA EV TrustAUTH R4 Plus EV CodeSigning CA
Certificate Hierarchical A 0 20488 q i
Architecture A
6.32. n b
a ~
2 Certificate Operationa EV n A
Periods and Key Pa|
Usage Periods
3 itk k i1 H p A
Content ) )
Sections Revised V2.5 V2.6
SEQ
Disclosed one newly issued Subordinate CA
1.2.1.GDCA EV i certificate, GDCA TrustAUTH R4 Plus EV
1 GDCA EV Certificate CodeSigning CA. Adjusted the description on
Hierarchical Architecture the cease of RSA 2048 code signing
certificates issuance.
632 i b a
) Certificate Operational Adjusted the key length of EV CodeSigning
Periods and Key Pair Usage certificate.
Periods
. Adjusted some wording issues, and other
3 Other revisions

parts that may cause confusion.
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